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1. Basic Static Analysis

1.1 Virustotal

49

Community Score

(1) 49 security vendors and no sandboxes flagged this file as malicious @ EHE
d48129d474c68707442df155e95¢64b33
41231d3b183516873500ded7c709129 225.00 KB 2023-04-01 10:48:15 UTC %
deactivated-PositionRequirement-SeniorCivi Size 4 days ago EXE
IEngineer.docx-53c1fd5ac99b5690b278fccs -
a49a598.hin

peexe idle overlay checks-user-input deteci-debug-environment
SUMMARY DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 1

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API

key to automate checks.

Popular
threat () trojan whitefly/elygt ~ Threat categories trojan Family labels whitefly  elyat
label

Fig 1.1.1: VirusTotal for Inactive Version of Malware

Uploading the inactive malware sample to VirusTotal shows us that it is likely a trojan originating

from the threat actor, WhiteFly, and it has been tagged as:
peexe

idle

overlay

checks-user-input

detect-debug-environment

While this is non-exhaustive and there may be false positives here, this hints to us that a
potential function of the virus is to trick users into inputting user credentials on an overlay screen
that replicates a legitimate login page. The credentials will then be forwarded to the hackers’ C2



server. Additionally, the malware is likely to be fitted with an anti-debugger to check that the
program is not running under a debugger.

Now, if we were to instead upload the active version of the malware to VirusTotal, we can once
again see that it is flagged as malicious by the majority of the security vendors and sandbox. In
particular, VirusTotal has identified it as a PlugX malware, which is a remote access trojan
believed to have been used in the SingHealth data breach.

57 @ 5T security vendors and 1 sandbox flagged this file as malicious LIED (ﬂ" gﬁ:
70
29b12791e0ab3a952fa09afd2925a1416abd317
edf5c913af7 57 3adfBocc35b0 221.00 KB 2023-04-22 11:49:44 UTC %
PositionRequirement-SeniorCivilEngineer.docx-53c1 Size 16 hours ago EXE
fd5ac99b5690b275Mcc5ad9a598
Community Score peexe runfime-modules  detect-debug-environment  checks-user-input

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 2

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Popular threat label (D) trojan plugx/whitefly Threat categories  frojan Family labels plugx  whitefly  zihb

Fig 1.1.2: VirusTotal for Active Version of Malware

Looking at other sections in VirusTotal, we can also glean various notable observations, such as
contacted domains, which may serve as potential network-based indicators of compromise, and
dropped files, specifically, MSVCR110.dll, which could hint at potential DLL side-loading:

Contacted Domains (2) @

Domain Detections
news. singmicrosoft.ga 2 /86
singmicrosoft.ga 0 /87

Fig 1.1.3: VirusTotal Contacted Domains for Active Version of Malware

Dropped Files (6) © D
Scanned Detections File type Name
w  2023-04-23 0770 Win32 EXE adobe.exe

DOffice Open XM

v 2020-06-16 0/64 PositionRequirement-SeniorCivilEnginaer.docx

L Document

w 2023-04-18 53 /70 Win32 DLL MSVCR110.dll

Fig 1.1.4: VirusTotal Dropped Files for Active Version of Malware



1.2 Imports

Next, we can analyse the imports using PEView:

Kernel32.dll Shell32.dll user32.dll
CreateFile ShellExecuteA wsprintfW
WriteFile ShellExecuteW wsprintfA
GetCurrentProcess

TerminateProcess

GetProcAddress

GetCurrentProcessld

ExitProcess

GetCurrentThreadld

EnterCriticalSection

DeleteCriticalSection

LeaveCriticalSection

InitializeCriticalSectionAndSpinCount

InterlockedIncrement

InterlockedDecrement

GetCommandLineA

GetStartuplInfoA

IsDebuggerPresent

Intuitively, the presence of the ShellExecute imports points to the malware executing
programmes and performing certain operations.

More light can be shed under Kernel32.dll, where we can presume that the functions called by
the malware can potentially manipulate files (CreateFile, WriteFile) and processes
(GetCurrentProcess, TerminateProcess, GetProcAddress, GetCurrentProcessld, ExitProcess),
and in particular, involving one or more multithreaded processes (GetCurrentThreadld). As
threads within a single process share data with other threads, synchronisation primitives
typically exist to protect the shared data from being accessed and modified simultaneously. With
this in mind, some of the malware’s imports (DeleteCriticalSection, LeaveCriticalSection,



EnterCriticalSection, InitializeCriticalSectionAndSpinCount, InterlockedIncrement,
InterlockedDecrement) suggest that the malware is somewhat able to control which threads are
able to access the critical section. Additionally, the IsDebuggerPresent import corroborates the
finding from VirusTotal, which hypothesised that the programme is likely fitted with an
anti-debugger.

Finally, looking at the imports from user32.dll, the wsprintfW and wsprintfA imports point to the
potential for the malware to write formatted data to a buffer.



1.3 Packers

As can be seen from the screenshots below, using both PEID and running the upx -d unpack
command, we can infer that the executable is not packed.

B PEID v0.95 — X

File: |C:\Users\exetr\Desktop\Malware-sample \Malware-sample \Active-Ver: [II

Entrypoint: | 00001574 EP Section: |.text ﬂ
File Offset: | 00000974 FirstBytes: |E8,03,17,00 | > |
Linker Info: |9.0 Subsystem: |Win32 GUI > |

Nothing found *
Multi Scan Task Viewer Options About | Exit |

[ Stay on top ﬂﬂ

Fig 1.3.1: PEID Output for Active Version of Malware

. docx-53c]

re-samplei\Malware-sample\Active-Version\PositionRequirement-5eniorCivilEngine
.\PositionRequirement-SeniorCivilEngineer.docx-53c1fd5ac99b5690b278ffcc5a49a598

PS C:\Users\exetr\Desktop\Mal
fd5ac99b5698b278ffcc5a49a598 . bin> upx

Ultimate Packer for eXecutables
Copyright (C) 1996 - 2823
Markus Oberhumer, Laszlo Molnar & John Reiser Jan 38th 2023

Ratio Format Name

Unpacked @ files.
PS C:\Users\exet
fd5ac99b5698b278ffcc5a49a598.bin>

Fig 1.3.2: Output from Attempting to Unpack Active Version of Malware

\Desktop\Malware-sample\Malware-sample\Active-Version\PositionRequirement-SeniorCivilEngineer.docx-53c]]




1.4 Program Metadata

By running Get-FileHash, we can obtain the hash of executable to be the following:

Hash Algorithm Hash

MD5 53C1FD5AC99B5690B278FFCC5A49A598

SHA1 656850FE87EAD292CEB4844C9A003F9FA
C354EF6

SHA256 E9B12791E0AB3A952FA09AFD29E5A1416
ABD917EDF5C913AF7573ADF8CCC39B

tr> cd C:\Users\exetr\Desktop\Malware-sample\Malware-sanpla\Activa-Version\Pos1tionRequirement-Seniorcivi 1Engineer . docx-53c1fdsace9bs690b278Ffecsad9as9s. bin

tr\Desktop\Malware-sample\Malware-sample\Active-version\PositionRequirement-seniorcivilEngineer.docx-53c1fd5ac99b5690b278ffcc5a49a598 .bin> Get-FileHash .\PositionRequirement-seniorcCivilengineq

Hash Path

E9B12791E0AB3AI52FA0IAFD29E5AL1416ABDI17EDFSCILIAF757 3ADFECCCIIBO C:\Users\exetr\Desktop\Malware-sample\Malware-sample\Active-...

s\exetr\Desktop\Malware-sample\Malware-sample\Active-Version\PositionRequirement-SeniorCivilEngineer.docx-53c1fd5ac99b5690b278f fcc5ad9a598.bin>

Fig 1.4.1: SHA256 Hash of Active Version of Malware

Algorithm : MDS

Hash : 53CLFDSAC9985690B278FFCC5A49A598

Path : C:\Users\exetr\Desktop\Malware-sample\Malware-sample\Active-Version\PositicnRequirement-SeniorCivilEngineer.docx-53c1fd5ac99b5690b278ffcc5a49a598.bin\PositionRequirement-SenierCivilEngineer.d
ocx-53c1fd5ac99b5690b278f Fcc5ad49a598 . exe

Algorithm : SHAL
1 656850FES87EAD292CEB4844CIA003FIFACIS4EFS
i C:\Users\exetr\Desktop\Malware-sample\Malware-sample\Active-Version\PositionRequirement-SeniorCivi TEngineer. docx-53c1fdsaco9bs690b278FFecs a49a598. bin\PositionRequirement -SeniorCivilengineer. d

" ocx-53¢1fd5ac99b5690b278FFcc5a49a598 . exe

Fig 1.4.2: MD5 and SHA1 Hash of Active Version of Malware

This MD5, SHA1 and SHA256 hashes can serve as an Indicator of Compromise (IOC) that can
be used by security softwares to detect if this unrun malware resides on any computer.

We can also run PEView to observe the compile time, which is 16/04/2018. This is a few months
before the SingHealth attack was detected, where data was exfiltrated between 27th June and
4th July 2018.



-

pFile Data Description Value

000000E4 014C Machine IMAGE_FILE MACHINE 386
000000EG 0005 MNumber of Sections
000000ES 5AD41B92 Time Date Stamp 2018/04/16 Mon 03:42:10 UTC

000000EC 00000000 Pointer to Symbol Table
000000F0 00000000 Number of Symbols

000000F4 00ED Size of Optional Header

000000F6 0102 Characteristics
0002 IMAGE_FILE_EXECUTABLE_IMAGE
0100 IMAGE_FILE_32BIT_MACHINE

Fig 1.4.3: Program Metadata found from PEView

By running ResourceHacker, we can also obtain 3 resources, of which the first 2 relates to an
icon depicting the Microsoft Word icon, while the last one is the Manifest.

~ -, Icon
vy 1:1033
v -], Teon Group
. 1 101 : 1033
v ) Manifest
| Edtorveew | Bary View scale 2.72
10828 / 258E8 128 x 128

Fig 1.4.4: Resource Hacker Output

The presence of this icon depicts how the illegitimacy of the malware is masked behind having
the file displaying a Word Document icon that will be visible in the File Explorer, tricking
unsuspecting users who merely see the icon and the seemingly unsuspicious document name
titled “PositionRequirement-SeniorCivilEngineer.docx” into failing to notice the .exe extension at
the end.

As for the manifest resource file, there does not seem to be anything suspicious going on.



B Il Icon

b p 111033

W) Icon Group

e 101 11033

v - || Manifest
bl 111033

D00 oL e R

<assembly xmins="urn:schemas-microsoft-com:asm.vl” manifestVersion="1.0">
<trustinfo xmins="urn:schemas-microsoft-com:asm.v3">
<SeCurity>
<reguestedPrivileges=
<requestedExecutionLevel level="asInvoker" uiAccess="false"></requestedExecutionLevel=
</requestedPrivileges:
</security=
<ftrustInfo=
<fassembly>

Fig 1.4.5: Resource Hacker Output




1.5 Strings

On the other hand, what is highly suspicious is that there are so few imported DLLs. As such,
what we can do is to run the strings command while grepping for dll, and we can then tell from
the output that there are many more DLLs involved.

PS C:\Users\IEUser\Desktop> strings .\deactivated-Positi
mscoree.d11
MSVCR110.d11
KERNEL32.d11
USER32.d11
SHELL32.d11
shell132.d11
kernel32.d11
psapi.dll
ntdl11.d11
advapi32.dll
ntdl11.d11
KERNEL32.d11
USER32.d11
ADVAPI32.d11
MSVCR110.d11
__dllonexit
KERNEL32.d11
USER32.d11
MSVCR90.d11
_dllonexit
MSVCR110.d11
__dllonexit

Fig 1.5.1: Strings output when grepping .dll

This suggests the probable involvement of DLL side-loading, which was identified by VirusTotal
earlier, where a signed and trusted executable is leveraged as it is less likely to be subjected to
rigorous anti-virus checks. When this executable is loaded, the OS will then load the DLL from
the nearest directory (which is the side-loaded DLL), and the malicious payload is typically
embedded in that DLL.

As such, what we can do is to run the strings command again, but this time, grepping for
executable file extensions such as .bat or .exe:

PS C:\Users\IEUser\Desktop> strings .\deactivated-

a.bat

Fig 1.5.2: Strings output when grepping .bat



PS C:\Users\IEUser\Desktop> strings .\deactivated-Pc
adobe.exe

eeclnt.exe
eeclnt.exe

Fig 1.5.3: Strings output when grepping .exe

From these commands, we can identify the following 3 suspicious files, which will form the basis
of our Advanced Static Analysis later on:

e a.bat

e adobe.exe

e ceecint.exe

The presence of these files would also serve as potential host-based indicators of compromise.



2. Basic Dynamic Analysis

2.1 Program Behaviour

When we first run the program, the following document is opened, and this is indeed a
legitimate .docx file.

PositionRequirement-SeniorCivilEngineer.dock-53c 1fd5ac99b5690b278ffcc5a49a598 [Compatibility Mode] - Word
Insert Design Layout References Mailings Review View Help QTeIIme what you want to do ,Qrsrme
bri (Body! ~ HY Ll Beliz iz . eEs= A PFind -
Calibri (Body}~[16 ~| A A Aa -z &3 AT aagbeond| assbcedd AaBbC AaBbCe AA D nssbcen aamsbeeod 4 i
- || Sac
Paste . 2 ay A. ==E==t=. H- - T T i -
" & Format Painter B I U -abeXx X -9 === | = $r - b Normal No Spac... Heading 1 Heading 2 Title Subtitle  Subtle Em... [ [+ Select -
~ Styles 5 Ediing ~

Clipbeard ~ Font ~ Paragraph

Position: Senior Civil Engineering Technician
Location: Colombo, Sri Lanka

JOB SUMMARY:

Provide engineering assistance and support in the area of construction plans, specifications, project

designs, surveying, material testing, construction inspection, and bridge safety inspection.

Essential Duties and Responsibilities

The following duties are normal for this position. These duties are not to be construed as exclusive or

all-inclusive. Other duties may be required and assigned

o Conduct field surveys to gather data for construction plans.

e Design construction plans, specifications and estimates using design software.
Page 1of2 476words [IX  English (United States) B = - 1 + 100%

Fig 2.1.1: Screenshot of Opened Document

By observing the filename, we can see that the .exe extension is gone. Upon noticing that the
date and time of the file was the date and time of executing the malware, we came to realise
that this document that was opened is in fact, a new file with the exact same name as the old
file, but without the .exe extension, whereas the old file with the .exe extension has been
deleted. With this in mind, the Advanced Static Analysis portion of our report will dig deeper into
the suspicious executables as identified earlier to see if any of them was responsible for this.

As shown in the screenshots below, this new document has a length of 13822 bytes.
4/13/2023 7:00 PM 13822 PositionRequirement-SeniorCivilEngine

er.docx-53cl1fd5ac99b5690b278ffcc5a49a
598

Fig 2.1.2: Length of New File

This is in stark contrast with the ‘old’ executable, which has a file length of 226304 bytes.

12/28/2020 6:12 PM 226304 PositionRequirement-SeniorCivilEn
gineer.docx-53c1fd5ac99b5690b278F

fcc5a49a598 . exe

Fig 2.1.3: Length of Original File



And the SHA256 hash of the new file is as follows:

PS C:\Users\IEUser\Desktop> Get-FileHash .\PositionRequirement-SeniorCivilEngineer.dc

Algorithm Hash \

SHA256 B4E630FC970052653436FC447CDCI9354F7920E691642276C1D7C3E7F593B164F

Fig 2.1.4: Hash of New File

And this has a different hash value from the SHA256 hash of the programme before it was
executed.

PS C:\Users\IEUser\Desktop> Get-FileHash .\PositionRequirement-SeniorCivilEngineer

Algorithm Hash

SHA256 E9B12791EOAB3A952FAO9AFD29ES5A1416ABD917EDF5C913AF7573ADF8CCC39B0

Fig 2.1.5: Hash of Old File



2.2 Process Activity

When running the programme, we can also run Process Explorer simultaneously to analyse the
processes initiated by the programme, and the first thing to observe will be the generated
process tree, which can be found in this screenshot below.

= B PowerShell_ISEexe (4456)  |Windows PowerS... C:\Windows'syst... _ Microsoft Corporat... MSE
) s PositionRequiremert-Senior C:\Users\IEUser... - MSE

= # adobe.exe (3616) ESET Hevated Cli... C:\Users \IElUser. .. - ESET MSE

= # eecint.exe (6024) |ESET Bevated Cli... C:\Usersh\ELser... | ESET MSE
&%g-msiexec.exe (262 Windows® installer C:\Windows'syst... I Microsoft Corporat... MSE

=l g% cmd exe (1564) Windows Comma... C:\Windows'\Sys. .. | Microsoft Corporat... MSE

g2 Conhost .exe (1232) |Console Window ... C\Windows'\Syst... | Microsoft Corporat... MSE

Fig 2.2.1: Process Tree

From a high-level overview, running the program spawns a process adobe.exe, which in turn
initiates the process eeclint.exe, which then triggers msiexec.exe. With this in mind, let us go
more in-depth into each process.

When the active version of the malware is first run, it creates multiple threads and loads several
DLLs. An interesting observation to note is that it also created and wrote to the file
‘“MSVCR110.dat”. Additionally, as corroborated by the process tree, it creates the process
adobe.exe as well as cmd.exe.

PositionRequire... 4268 %F‘mcess Create C:lUsers‘|ElUser\AppDatatLocal\Temp... SLICCESS

=T Event Properties — O i
P

Event Process Stack

Date: 4/13/2023 7:00:28.7527032 PM

Thread: 4492

Class: Process

Operation: Process Create

Result: SIUCCESS

Path: C:WUsers\EUser\appDataiLocal\Templadobe . exe
Curation: 0.0000000

Fig 2.2.2: Spawning adobe.exe



i F‘Ds'rtiunﬂeﬁuire... 4768 .n."a'F'mcess Create ':Z"-."l"ul'il'lllelWS"-.S}'S"l"ul'ﬁ"l"i'ﬁ-d-"-ﬂl’l’ld.E.':I;E.' . SUCCESS

£F Event Properties — L ot

Event Process Stack

Date: 4132023 7:00:38, 7858307 PM
Thread: 4492

Class: Process

Operation: Process Create

Result: SUCCESS

Path: C:Windows\SysWOWe4\omd. exe
Duration: 0.0000000

Fig 2.2.3: Spawning cmd.exe

ostionRequire.. 4268 E& CreateFile CMUserstEUserAppDatatlocal\ Temp. .. SUCCESS
7 Event Properties — O X ;
1]
Event Process Stack %
5
Date: 4132023 7:00;28,.5793021 PM
Thread: 4492
Clazs: File System
Operation: CreateFile
Result: SUCCESS
Path: C:\Users\IEUser\AppData'Local iTemp\MSYCR 110, dat
Duration: 0.0003383

Fig 2.2.4: Manipulating MSVCR110.dat

Now, looking at adobe.exe, it similarly creates multiple threads and also loads several DLLs. In
particular, a notable one would be the creation of MSVCR110.dll, which is highly suspicious
given that MSVCR110.dll is a legitimate DLL which should be located in \Windows\System32,
but here, it is loaded under IEUser\AppData\Local\Temp, which is where the executable is being
run from. Hence, this confirms the involvement of DLL side-loading.



adobe exe IR16 CMUzsershElserAppData’Local\ Temp. .. SUCCESS

7 Event Properties — O >
Event | process Stack
d
Date: 4/13/2023 7:00: 28, 7867768 PM
Thread: 4752
Claszs: File System
Cperation: CreateFile
Result: SUCCESS
Path: C:Wsers\IEUser\pphataLocalTempMSYCR.110.dll
Duration: 0.0000293 i

Fig 2.2.5: Creating MSVCR110.dll

Subsequently, adobe.exe launches eeclint.exe.

616 ﬁPmcess Create C:\lUsers’\|ElUserAppData’ Roaming Wi SUCCESS

£ Event Properties — O et

Event Process Stack

Date: 4/13/2023 7:00:36,4403538 FM

Thread: 4752

Class: Process

Cperation: Process Create

Result: SUCCESS

Path: C:WUsers\IELzerappData R oaming YWindows\eednt. exe
Duration: 0.0000000

Fig 2.2.6: Spawning eecint.exe

Moving on to eelcnt.exe, this is where things start to get interesting. As aforementioned,
eeclnt.exe spawns the process msiexeAuthc.exe. But the unusual thing about this is that when
eeclnt.exe was first executed, it was fed the command line argument “258”.



6024 ﬁF‘mcess Create C:Windowssystem 32 msiexec.exe SUCCESS

] Event Properties — O .

Event FProcess Stack

Image
—aa—| ESET Elevated Client
1;' ESET

Name: eednt.exe

Version: 8.0.319.0

Path:

C:\Users\IEUser \AappData\Roaming Wiindows\eednt.exe

Command Line:
"Ci\Users\EUserappData\Roaming\Windows\eednt. exe™ 258

Fig 2.2.7: Running eecint.exe with 258 as command-line argument

This then creates the process msiexec.exe, with “259” as the command line input.

6024 %F‘mcess Create C:\Windows'system 32 msiexec exe SUCCESS

7 Event Properties — O *
Event Process Stack
Date: 413/2023 7:00:35. 7641011 FM
Thread: 6123
Class: Process
Operation: Process Create
Result: SUCCESS
Path: C:Windowslsystem32imsiexec, exe
Duration: 0.0000000
PID: 2620
Command line: C:Windows'systern32imsiexec. exe "2537

Fig 2.2.8: Running msiexec.exe with 259 as command-line argument

Following this, the process then exits.




A [RUE I DR B T N el Bt

6024 §¥¥Process Exit SUCCESS

=] Event Properties — O >
P

Event FProcess Stack

Image
—aa—| ESET Elevated Client
E ESET

Mame: eednt.exe

Version: 8.0,319.0

Path:

| C:\Users\IEUser WAppData\Roaming Windowseednt.exe |

Command Line:
"CiUsers\[EUser\AppData'Roaming Windows\eednt, exe™ 258 |

Fig 2.2.9: Process created by running "eecint.exe 258" exits

But then, eecint.exe is run again, the only difference being this time, the command line
argument “260” is being fed as input, instead of the earlier “258”.

3240 %F‘mcess Create C:KWindnws\s':.rstem.EE"msje:ec.e:e SUCCESS
7 Event Properties — U >

Event Process Stack

Image
—ma—| ESET Elevated Client
1;' ESET

Mame: eednt.exe

Version: 8.0,319.0

Path:

| Z:Wsers\IELser\AppData R oaming \Windows\eednt, exe

Command Line:
C:Wsers\IEUser\AppData\RoamingWindows\eednt.exe “260°

Fig 2.2.10: Running eecint.exe with 260 as command-line argument

Once again, this spawns the process msiexec.exe, with the command line argument being “261”
this time instead of the earlier “259”.



3240 %F‘mcess Create C:\Windowsﬁﬂemﬂ!ﬁsimec.me SUCCESS
£F Event Properties — O >

Event Process Stack

Date: 4132023 7:00:37. 4768714 PM

Thread: 1856

Class: Process

Operation: Process Create

Result: SUCCESS

Path: C:\Windows\system32\msiexec.exe

Duration: 0.0000000

FID: 6232

Command line: Cr\Windows\system32msiexec.exe "261°

Fig 2.2.11: Running msiexec.exe with 261 as command-line argument

While not 100% sure why, our group initially suspected that this sequence of processes being
called works to create persistence, and to confirm our hunch, we decided to corroborate with

what can be found on RegShot, which will be elaborated on later.

While msiexec.exe was running, WerFault.exe, which is Windows’ error reporting process, was

triggered.

ﬁmsiexec.exe

6232 {¥Process Create  C:\Windows\system32\WerFault exe SUCCESS

Ewvent  Process

Date:
Thread:
Class:
Operation:
Result:
Path:
Duration:

| line:

£ Event Properties

| X

Stack

4/13/2023 7:00:38.9955571 PM
3408

Process

Process Create

SUCCESS
C:\Windows\system32\WerFault. exe
0.0000000

5372
C:\Windows\system32\WerFault.exe u p 6232 -s 220

Fig 2.2.12: WerFault.exe triggered




Image

M Windows Problem Reparting

Microsoft Corporation
MNarme: WerFault.exe
Version:  10.0,17763. 1 (WinBuild, 160101,0800)
Path:

| C:\Windows\system32\WerFault. exe |

Command Line:
| C:\Windows\system32\WerFault.exe pss -5 512 -p 6232 4p 6232 |

Fig 2.2.13: WerFault's command-line arguments

Finally, going to the cmd.exe process spawned by running the active version of the malware,
notable observations include the calling of conhost.exe. As conhost.exe is found in the directory
Windows\System32, which is where it is supposed to be located, we have no reason to suspect
that this process could be malicious.

ﬁcmd.me 1564 %F‘mcess Create  C:\Windows\System3Z2'\Conhost exe SUCCES:
7 Event Properties — L] ot
Event Process Stack

Date: 4f13/2023 7:00:35.8658951 PM

Thread: 1344

Class: Process

Operation: Process Create

Result: SUCCESS

Path: C:Windows\System32YConhost.exe

Duration: 0.Q0a0000

FID: 1292

Command line: YT Windows'systemn 32\conhost, exe 0xfff

Fig 2.2.14: conhost.exe being called

Overall, the execution of the malicious programme led to various suspicious files being dropped,
most of which can be found under Users\IEUser\AppData\Local\Temp as seen in the screenshot
below:



PS C:%Users\IEUser'AppDatailLocal'Temp> 1=

Directory: C:‘\WUsers'ZIEUser\AppData‘Local’Temp

LastWriteTime Length

- )
53 18el190413af045db88dFbd29609eb277.db.ses
245 a.bat
53448 adobe.exe
3145782 BGInfo.bmp
0 mat-debug-4144. log
426002 MicrosoftEdgeUpdate. log
9131 msedge_installer. log
38499 MSVCR110.dat
9728 MSVCR110.d11
74648 wct560B. tmp
74648 wct784.tmp
74648 wct9AS3. tmp
74648 wctDO38. tmp
74648 wctD374.tmp
899 wctE2E7. tmp
74648 wctESAT.tmp
74648 wctF5FA. tmp

L P L 0 P L 0 0 e e S e et e e et
2223333382382 882332

4/22/72023

Fig 2.2.15: Files in the Temp Directory

For the suspicious files such as a.bat, adobe.exe, MSVCR110.dat and MSVCR110.dll, we can
derive their following hash values:

PS C:\Users\IEUser\AppData\Local\Temp> Get-FileHash a.bat
Algorithm Hash

SHA256 DOSBAD64CD2EDF6DE847A8C633935E6F095D1E02477C97 AD7EF176B61CB1DDI7
Fig 2.2.16: SHA256 Hash of a.bat

PS C:\Users\IEUser\AppData\Local\Temp> Get-FileHash adobe.exe
Algorithm Hash

36D76999E9090CI9FAE2388CD3476134464807FC597F67C60EEBC7 6E32339683
Fig 2.2.17: SHA256 Hash of adobe.exe

PS C:\Users\IEUser\AppData\Local\Temp> Get-FileHash .\MSVCR110.dat

Algorithm Hash

SHA256 2201C3ACY955148A078D366DCIEIF552FCA4A87 27 56D3B6DA93494CDESDSDECDS

Fig 2.2.18: SHA256 Hash of MSVCR110.dat




PS C:\Users\IEUser\AppData\Local\Temp> Get-FileHash .\MSVCR110.d11

Algorithm Hash

SHAZ256 D784A12FEC628860433C28CAA353BB52923F39D072437393629039FA4B2ECSAD

Fig 2.2.19: SHA256 Hash of MSVCR110.dll

As for eeclnt.exe, it can be found under Users\IEUser\AppData\Roaming\Windows. However,
attempting to access it from Powershell leads to a deadend, as the following screenshot shows
that the Windows folder in Roaming is likely to be hidden:

PS C:\Users\IEUser\AppData\Roaming> lIs

Directory: C:\Users\IEUser\AppData\Roaming

LastwriteTime Length Name

3/19/2019 : Adobe
10/3/2020 -09 Hex-Rays
10/3/2020 -390 JetBrains
10/5/2020 54 Microsoft
3/19/2019 :29 NuGet
4/23/2023 :28 wireshark

Fig 2.2.20: \Users\IEUser\AppData\Roaming from Powershell

Instead, we can view it from the File Explorer, which indicates that the Windows folder is indeed
hidden:

Windows 10(C:) » Users » |EUser » AppData * Roaming w 0 Search Roaming
" Mame Date modified Type
Adobe 3/19/2019 3:49 AM  File folder
Hex-Rays 10/3/2020 7:09 PM File folder
JetBrains 10/3/2020 &:39 AM File folder
Microsoft 10/5/2020 1:54 AM File folder
MuGet 31972019 4:29 AM File folder
Windows 4/13/2023 700 PM File folder
Wireshark 4/23/202312:28 AM  File folder

Fig 2.2.21: \Users\IEUser\AppData\Roaming from File Explorer



And when we enter the folder, we can see that eecint.exe as well as the MSVCR110 files can be
found there:

Users » |EUser » AppData * Roaming * Windows w| Search Windows el
- Mame Date modified Type Size

[ eeclnt.exe 4/23/202312:23 AM  Application 53 KB

|| MSVCR110.dat 4/23/202312:23 AM  DAT File 32 KB

[%] MSYCR110.dII 4/23/202312:23 AM  Application extens... 10 KB

Fig 2.2.22: \Users\IEUsen\AppData\Roaming\Windows from File Explorer

Ostensibly, the malware went to great lengths to hide eecint.exe by creating it in this directory
and making it hidden.



2.3 Registry Changes

As mentioned earlier, our group wanted to gain a more thorough understanding of what the
execution of eeclnt.exe entails, and as observed from this screenshot below, we can tell that
when eeclnt.exe is run with command line argument “260”, the program eeclnt is registered
under the registry key Software\Microsoft\Windows\CurrentVersion\Run, which makes the
program run when a user logs on, implying that this is indeed for persistence.

-5-21-36588780854-2684692047-1897184560-1001\Software\Mi indows\CurrentVersion

\exetr\AppData\Roami ndows\eeclnt.exe

Fig 2.3.1: Changes Identified by RegShot

The rest of the changes made are with reference to the .exe file being run, such as adding an
entry to the Most Recently Used (MRU).

HKU\S-1-5-21-3658678054- 7184560-1001" i i tentD Health)Fla bscribed 0400 00 00 00 00 0D 00 D3 OA EE 76 47 71 D9 01 02 00 02 00 00 00 00 00 29 A8 50 31 56 71 D4 01 36 09 00 00
- - 7184560-1001" tentD bscribed 04 00 00 00 00 00 00 00 D9 0A EE 76 47 71 D9 01 02 00 02 00 00 00 00 00 29 A8 50 31 56 71 D4 01 38 09 00 00
7184560-1001" Dlg32\CID: istEx: 09 00 00 00 0C 00 00 00 0D 00 00 00 0B 00 00 00 01 00 00 00 0A 00 00 00 07 00 00 00 02 00 00 0D 08 00 00 Q0 05 00 00 00 06 00 00 00 04 00 00 00 03 00 00 00 00 00 00 00 FF FF
7184560-1001" Dlg32\CID! istEx: OE 00 00 00 09 00 00 00 OC 00 00 00 0D 00 00 00 0B 00 00 00 01 00 00 00 0A 00 00 00 07 00 0 0D 02 00 00 00 08 00 00 0D 05 0 00 00 06 00 00 00 04 00 00 00 03 00 00 00 00 00
HKU\S-1-5-21-3658878054- 7184560-1001" D irstFolder|\MRULIStEx: 06 00 00 00 05 00 00 00 04 00 00 00 03 00 00 00 02 00 00 0 01 00 00 00 0D 00 00 00 FF FF FF FF
HKU\5-1-5-21-3658878054- 1897184560-1001 i i D MRUListEx: 07 00 00 0D 06 0 00 00 05 00 00 00 04 00 00 00 03 00 00 00 02 G0 00 00 01 00 00 00 00 00 00 00 FF FF FF FF
HKU\S-1-5-21-3658878054- 7184560-1001" Dg32\L istEx: 06 00 00 00 07 00 00 00 01 00 00 00 02 00 00 00 05 00 0 00 04 00 00 00 03 00 0O 00 00 00 00 00 FF FF FF FF
HKU\5-1-5-21-3658878054- 7184560-1001" Dlgs2\L istEx: 08 00 00 00 06 00 00 00 07 00 00 00 01 00 00 00 02 00 00 00 05 00 00 OV 04 00 00 00 03 00 00 00 00 0Q 00 00 FF FF FF FF
HKU\S-1-5-21-3658878054- 7184560-1001" D MRUListEx: 01 00 00 00 OF 00 00 00 11 00 00 D0 00 00 00 00 13 00 00 00 12 00 00 00 10 00 00 00 65 00 00 00 03 00 00 00 O 00 00 00 6D O 00 00 OC 0D 00 00 0B 00 60 00 DA 00 00 01
7184560-1001" Dk MRUListEx: 04 00 00 00 01 00 00 00 OF 00 00 D0 11 00 00 0 00 00 00 00 13 00 00 00 12 00 00 00 10 00 00 00 05 0O 00 00 63 00 00 00 O 00 00 00 OD 00 00 00 6C 00 00 00 08 60 00 0
1897184560-1001 i i D \4: 14 00 1F 50 EO 4F D0 20 EA 3A 69 10 A2 DB 08 00 2B 30 30 9D 3A DO 2E 80 3A CC BF B4 2C DB 4C 42 B0 29 7F E9 9A 87 C6 41 26 00 01 00 26 00 EF BE 11 00 00 00 OF 9D CB 7F 55 7
17184560-1001" Dk : 14 00 1F 50 ED 4F DO 20 EA 3A 69 10 A2 D8 08 00 2B 30 30 9D 3A 00 2E 80 3A CC BF B4 2C DB 4C 42 B0 29 7F E9 9A 87 C6 41 26 00 01 00 26 00 EF BE 11 00 00 00 OF 9D CB 7F 55 7.
HKU\S-1-5-21-3658878054- 7184560-1001" MRULIstEx: 2C 00 00 00 2B 00 00 00 2A 00 00 00 29 00 00 00 28 00 00 00 27 00 00 00 05 0D 00 00 26 00 00 00 1D 00 00 00 1E 00 00 00 25 00 00 00 24 00 00 00 23 00 00 00 22 00 D0 00 21 00 00 00 20 00
HKU\5-1-5-21-3658878054- 7184560-1001" MRUListEx: 2D 00 00 00 2C 00 00 00 25 00 00 00 2A 00 00 00 29 00 00 00 28 00 00 00 27 00 00 00 05 00 00 00 26 00 00 00 10 00 00 00 1E 00 00 00 25 00 00 0O 24 00 00 00 23 00 00 00 22 00 00 00 21 0
HKU\S-1-5-21-3658878054- 7184560-1001" ) t\{ CEBFFSCD-ACE2-4F4F-9178-9926F41749EA}\Count\HRZR_PGYFRFFVBA: 00 00 00 00 35 01 00 00 28 05 00 00 80 92 A1 02 23 00 00 00 BF 00 00 00 1E 34 48 00 7B 00 31 00 41 00 43 00 31 00 34 00 45 00 3;

00 00 @0 00 00 00 00 00 00 00 00 00 00 0O 00 OO 00 0 40 00 00 0O 00 OO 00 00 0D 00 0 0O 00 OO 0D 00 60 00 00 0D 00 B 0D 00 60 00 00 0D 00 BO OO 00 60 00 00 00 00 00 00 00 G0 0O 60 00 00 B0 00 00 00 00 00 60 OO B0 00 OO 00 00 60 06 00 00 00 OO 0D 00 00 06 00 60 00 00 0D 00 0 00 00 60 00 00 60 00 00 00 00 0 00 0T
65 00 72 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D 00 00 00 00 00 0D 00 00 00 00 OV 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 0V 00 00 0O 00 00 00 00 00 D0 00 00 00 00 0O 00 00 DO 00 00 00 00 00 00 00 0O 0D 00 00 00 00 00 00 00 0D 00 00 00 00 DO 0 00 00 00 00 00 00 00 00 0T
000 00 00 00 00 00 00 00 00 00 00 00 00 DO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 0D 00 00 00 00 00 00 00 0V 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 A0 00 00 0O 00 00 00 00 0D 00 00 00 00 00 0 00 00 00 00 0D 00 B0 0O 00 00 00 00 00 00 00 0B 00 60 0O 00 00 00 00 00 00 0 0O 00 00 00 00 00 00 00 00 00 60 00 B0 00 00 10 00 60 00 00 00 00 0O 00 00 60 00 00 00 00 00 00 00 00 00 00 DO 0 00 00 00 00 00 00 00 00 0T

Fig 2.3.2: Changes Identified by RegShot

We also noticed a lot of drivers being deleted from the driver database as noted in the
screenshot below, but nothing conclusive could be derived from this.




HELM\DRIVERS

HELM\DRIVERS\DriverDatabase
HELM\DRIVERS\DriverDatabase\Devicelds
HKLM'\DRIVERSDriverDatabase\Devicelds\*AEINZ276
HKLM\DRIVERS\DriverDatabase\Devicelds\*AEI9240
HELM\DRIVERS\DriverDatabase\Devicelds\ *AIW1038
HELM\DRIVERS\DriverDatabase\Devicelds\*AKYD0AL
HKLM\DRIVERS\DriverDatabase\Devicelds\*AKY1001
HELM\DRIVERS\DriverDatabase)\Devicelds\ *AKY1005
HELM\DRIVERS\DriverDatabase\Devicelds\ *AKY1009
HKLM\DRIVERS\DriverDatabase\Devicelds\*AKY1013
HKLM\DRIVERS\DriverDatabase)\Devicelds\*ANX2101
HELM\DRIVERS\DriverDatabase\Devicelds\*AZTO003
HEKLM\DRIVERS DriverDatabase\Devicelds\*AZT3001
HELM\DRIVERS\DriverDatabase)\Devicelds\*AZT4001
HKLM\DRIVERS DriverDatabase\Devicelds\ *AZT4004
HEKLM\DRIVERS DriverDatabase\Devicelds\*AZT4017
HKLM\DRIVERS\DriverDatabase\Devicelds\*AZT4021
HELM\DRIVERS\DriverDatabase\Devicelds\*BDP0 156
HEKLM'\DRIVERS DriverDatabase\Devicelds\*BDP2336
HKLM\DRIVERS\DriverDatabase)\Devicelds\*BDP3336
HELM\DRIVERS\DriverDatabase\Devicelds\*BRI1400
HEKLM'\DRIVERS DriverDatabase'\Devicelds\*BRI3400
HKLM\DRIVERS\DriverDatabase\Devicelds\*BRI9400
HELM\DRIVERS\DriverDatabase\Devicelds\ *BRIE400
HELM\DRIVERS\DriverDatabase\Devicelds\ *CPI4050
HELM\DRIVERSDriverDatabase\Devicelds\*CPQAOD2
HELM\DRIVERS\DriverDatabase)\Devicelds| *CPQADD4
HKLM'\DRIVERS DriverDatabase\Devicelds\*CPQAODS
HEKLM\DRIVERS \DriverDatabase\Devicelds\*CPQADEL
HELM\DRIVERS\DriverDatabase\Devicelds\ *CPQADEZ
HELM\DRIVERSDriverDatabase\Devicelds\ *CPQADES
HKLM'\DRIVERSDriverDatabase\Devicelds\*CPQBO1D
HKLM\DRIVERS\DriverDatabase\Devicelds\*CPQBOSC
HELM\DRIVERS\DriverDatabase\Devicelds\ *CPQEOEF
HELM\DRIVERS DriverDatabase\Devicelds\*CSC0001
HKLM\DRIVERS\DriverDatabase)\Devicelds\*C5C0101
HELM\DRIVERS\DriverDatabase)\Devicelds\*CTL3001
HELM\DRIVERS\DriverDatabase\Devicelds\ *CTL3014
HKLM\DRIVERS\DriverDatabase\Devicelds\*CTL3063
HKLM\DRIVERS\DriverDatabase)\Devicelds| *CTL3064
HEKLM\DRIVERS\DriverDatabase\Devicelds\*CTL3067
HELM\DRIVERS\DriverDatabase\Devicelds\ *CTL3068
HELM\DRIVERS\DriverDatabase)\Devicelds\*CTL7001

Fig 2.3.3: Drivers that were deleted

We also noticed some of the registry records being deleted relating to the docx, likely to cover
tracks.

HKUAS -
HKUAS -
HKUAS -
HKUAS -
HKUAS -
HKUAS -
HKUAS -
HKUAS -
HKUAS -
HKUAS -
HKU\S -
HKU\S -
HKUAS -
HKUAS -
HKUAS -
HKU\S -
HKUAS -
HKUAS -

1-
1-
1-
1-
1-
1-
1-
1-
1-
1-
1-
1-
1-
1-
1-
1-
1-
1-

[NV, W IRV RV, IRV RV RV RNE TRV RV, [V, RV, R RV RV, [V |
[ I R R R R ]

1-3658878054-2684692047-1897184560-1081 Classes'\Local
1-3658878854-2684692047-1897184560-1081_Classes\Local
1-3658878854-2684692047-1897184560-1081_Classes’\Local
1-3658878854-2684692047-1897184560-1081_(lasses'\Local
1-3658878054-2684692047-1897184560-1081 Classes'\Local
1-3658878054-2684692047-1897184560-1081_Classes\Local
1-3658878854-2684692047-1897184560-1881_Classes’\Local
1-3658878854-2684692047-1897184560-1081_(lasses'\local

1-3658878054-2684692047-18971845608-1001_Classes),.docx-
1-3658878054-2684692047-1897184560-1001_Classes\docx-53c1fd5ac99b5690b278f fcc5a49a598_auto_file
1-3658878054-2684692047-1897184560-1001_Classes\docx-53c1fd5ac99b5690b278ffcc5a49a598_auto_file\shell
1-3658878054-2684692847-18971845608-1001_Classes\docx-53c1fd5ac99b56908b278Ffcc5a49a598_auto_filelshelll\open
1-3658878054-2684692047-1857184560-1001_Classes\docx-53c1fd5ac99b5690b278Ffcc5a49a598_auto_file)\shelll\open'command

1-3658878054-2684692847-1897184568-1081\Software\Classes\ .docx-53c1fd5ac99b5698b278F fcc5a49a598
1-3658878054-2684692847-18971845608-1001\Software\(lasses\docx-53¢c1fd5ac99b5698b278ffcc5a49a598_auto_file
1-3658878054-2684692047-1897184560-1001\Software\Classes\docx-53c1fd5ac99b5690b278f fcc5a49a598_auto_file\shell
1-3658878054-2684692047-1897184560-1001\Software\Classes\docx-53c1fd5ac99b5690b278f fcc5a49a598_auto_filel\shelll\open
1-3658878854-2684692047-1897184560-1081\Software\Classes\docx-53c1+d5ac99b5690b278ffcc5a49a598_auto_filel\shell\opencommand

Settings\Software\Microsoft\Windows\Shell\BagMRU\9"\0
Settings\Software\Microsoft\Windows\Shell\BagMRU\9\B\0
Settings\Software\Microsoft\Windows\Shell\BagMRU\9\@\@\0
Settings\Software\Microsoft\Windows\Shell\Bags\181\Shell\{5C4F28B5-F869-4E34
Settings\Software\Microsoft\Windows\Shell\Bags\102
Settings\Software\Microsoft\Windows\Shell\Bags\182\ComDlg
Settings\Software\Microsoft\Windows\Shell\Bags\182\ComD1lg\{5C4F2885-F869-4E&
Settings\Software\Microsoft\Windows\Shell\Bags\182\5Shell
53¢c1fd5ac99b569@b278f fcc5a49a598

Fig 2.3.4: Some tracks covered



2.4 Network Activity

When we ran the malicious programme, we also ran ApateDNS simultaneously to monitor any
DNS requests made by the malware. In particular, we observe that the following domain listed in
the screenshot below was requested, and this seems highly suspicious especially since it has a
country code top-level domain of .ga, which corresponds to Gabon.

¥ ApateDNS a X
Capture Window  DMNS Hex View

Time Domain Requested DMS Retumed
00:23:41 news singmicrosaoft.ga FOUND
00:23:41 news singmicrosoft.ga FOUMD

Fig 2.4.1: ApateDNS Output

This also confirms the finding earlier from VirusTotal and thus, connections to this domain would
serve as a potential network-based indicator of compromise.



3. Advanced Static Analysis

3.1 Disassembling and Analysing Main Executable in
IDA(Interactive Disassembler)

Program Entrypoint & Setup Functions

When disassembling
PositionRequirement-SeniorCivilEngineer.docx-53c1fd5ac99b5690b278ffcc5a49a598.bin  under
IDA, it can be firstly observed that the entrypoint of the program is a function named start.

Ll ) 5=
; Attributes: library tunction
public
proc near
call
Jmp
endp

Fig 3.1.1: Start function

The start function contains only two instructions. The first is a call to ___security_init_cookie. This
is a function built into Microsoft's C Runtime Library (CRT). When called, it initialises the global
security cookie which is used for buffer overrun protection. It provides functionality similar to a
stack canary, which is placed in the stack and checks for buffer overflows.

The second is a jump to _ tmainCRTStartup. Research indicates that this function is mainly
used as the entrypoint to the Microsoft CRT. It initialises the CRT, which calls any static
initialisers written in the code.



il =1 5
; Attributes: library function static bp-based frame
___tmainCRTStartup proc near
StartupInfo= _STARTUPINFOA ptr -68h
Code= dword ptr -24h
var_28= dword ptr -28h
var_1C= dword ptr -1Ch
ms_exc= CPPEH_RECORD ptr -18h
5 _unwind { // _ SEH prolog4d
push 58h
push offset stru_4093A0
call __SEH _prologd
xor esi, esi
il e = L
5 _try { // __except at loc_4@155F pL
mov [ebp+ms_exc.registration.Trylevel], esif |c:
lea eax, [ebp+StartupInfo]
push eax 5 1pStartupInfo
call ds:GetStartupInfol
push OFFFFFFFER
pop edi
; } // starts at 481404
mov [ebp+ms_exc.registration.Trylevel], edi
mov eax, 5A4Dh
cmp ds:400088h, ax
jnz short loc_48145D

Fig 3.1.2: __tmainCRTStartup code blocks

The __tmainCRTStartup function likely consists of code automatically generated by the compiler
used for this program. It consists primarily of logic that retrieves system information and
environment variables.



vy

s =1 FEE]
pop ecx
loc_401460:
xor ebx, ebx
inc ebx
push ebx
call __heap_init
pop ecx
test eax, eax
jnz short loc_401476
L ' vy
s (=1 MIEE] PIEIE]
push 1Ch pop ecx
call ~fast error exit| |loc_401476:
call _ mtinit
test eax, eax
jnz short loc_461487
vy
FIHE]
loc_401487:
call sub_40246E
mov [ebp+ms_exc.registration.TrylLevel], ebx
call __joinit
test eax, eax
jge short loc_4814A0

Fig 3.1.3: Init function calls

There are also calls to functions which initialise data structures such as heaps and startup
functions for 10 calls.

Y v

il o=

loc_ AB14FC: 5 nShowCmd

push ecx

push eax 5 IpCmdLine
push esi ; hPrevInstance
push 400000h ;-hInstance
cdll _WinMain@l6 5 WinMain(x,x,x,x)
mov [ebp+var 28], eax

cmp [ebp+var_1C], esi

jnz short loc_481517

Fig 3.1.4: Call to WinMain()

One important instruction within the _ tmainCRTStartup function is the call to WinMain().
WinMain() is a function provided by the Windows API that acts as an entry point for a graphical
Windows-based application. It is reasonable to assume that the majority of the malware’s logic
can be located within this function.

This initial code block provides some background on the executable. Mainly, that the executable
was compiled most likely under Visual Studio and is a C++ program that utilises Microsoft's C
Runtime Library. It can also be observed that the program uses a stack canary to detect buffer



overflows. Lastly, the malware was compiled as a graphical Windows-based application evident
from the main method of the program being WinMain().

WinMain Function

When viewing the disassembled code of WinMain() within IDA, it appears that the majority of the
malware’s functionalities within this executable are contained within this function.

mov eax, 1028h

call ~_alloca probe

mov eax, __ security cookie
xor eax, esp

mov [esp+1028h+var 4], eax

Fig 3.1.5: Use of __security_cookie

Firstly, the loading of __security_cookie demonstrates the buffer overflow protection provided by
CRT being used in the scope of this function.

push 286h ; Size

push eax ; Val

lea ecx, [esp+1040h+var 7FA]

push ecx ; void *

mov [esp+1044h+NumberOfBytesliritten], @
mov [esp+1044h+Filelame], ax

call memset

Fig 3.1.6: Declaration of void pointers and call to memset

Within the first code block of the WinMain() function, we were able to observe assembly code
that appears to declare void pointers of size 0x206 or 518 bytes. There are multiple offsets used
with regards to the values moved into the registers, which include “FileName”, “Buffer” and
“File”. This is followed by a call to the memset function which is a C function that fills a block of
memory with a certain value. There were observed to be a total of 5 instances of this block of
code, indicating that 5 void pointers were specifically declared within this code block.

add esp, 3Ch

lea ecx, [esp+1038h+Buffer]

push ecx ; lpBuffer

push 184h ; nBufferlLength
call ds:GetTempPathi

Fig 3.1.7: Call to GetTempPathW

Following the declaration of the void pointers, there is a subsequent series of assembly code
involving a call to the GetTempPathW function from the Windows API. This function retrieves the



path of the directory designated for temporary files. Microsoft APl documentation indicates that
examples of the returned value can be directories such as “C\TEMP\”. The result is indicated to
be stored into a buffer location specified by the value in register ECX with a length of 0x104 or

260 bytes.

mov
push
lea

push
lea

push
push
call
push
lea

push
lea

push
push
call
push
lea

push
lea

push
push
call
push
lea

push
lea

push
push
call

esi, ds:wsprintfl
offset aAdobeExe ; "adobe.exe”
edx, [esp+1@3Ch+Buffer]

edx

eax, [esp+1040h+File]
offset aSs 5 Mhsks”
eax 5 LPWSTR

esi ; wsprintfld
offset aMsvcrll10Dll ; "MSVCR110.d11"
ecx, [esp+104Ch+Buffer]

ecx
edx, [esp+1856h+var 5F4]
offset ass HE £ 3
edx ; LPWSTR

esi ; wsprintfl
offset aMsvcrll®Dat ; "MSVCR110.dat”
eax, [esp+105Ch+Buffer]

eax
ecx, [esp+10860h+FileName]
offset aSs 5 Mhsks”
ecx 5 LPWSTR

esi ; wsprintfl
offset afBat ; "a.bat”
edx, [esp+l@6Ch+Buffer]

edx

eax, [esp+1870h+var A04]
offset ass HE £ 3
eax ; LPWSTR

esi ; wsprintfl

Fig 3.1.8: Strings used and calls to wsprintfW

Subsequent lines of assembly code as shown above in figure 3.1.8 depict multiple calls to the
wsprintfW function that also appears to involve a number of strings previously discovered during
basic static analysis. Each wsprintfWW function call is prefaced with strings that indicate filenames
and the format specified “%s%s”. As wsprintfW is a function under the printf family of functions,
it appears that the the use of the double string format specifier will cause concatenation of each
of the values of “adobe.exe”, “MSVCR110.dII”, “MSVCR110.dat” and “a.bat” with another string.



WsprintfW is a function under the Windows API that writes formatted data to the specified buffer.
Considering that previously, the call to GetTempPathW was called, causing the temporary
directory used by Windows to be stored within the stack, this block of code could be used to
form absolute file paths for the four files in question. The output from the 4 calls to wsprintfW are
directed to buffers specified in four different addresses.

add esp, 48h

push 5 ; hTemplateFile

push 80h ; dwFlagsAndAttributes
push 2 ; dwCreationDisposition
push (5 5 IpSecurityAttributes
push 2 ; dwShareMode

push 40000000h ; dwDesiredAccess

mov esl, ds:CreateFileld

lea ecx, [esp+1050h+Filelame ]

push ecx ; lpFileName

call esi : CreateFilel

Fig 3.1.9: Calls to CreateFileW

Following the calls to wsprintfW, we were able to observe a block of code that pushes a number
of parameters onto the stack before calling the CreateFileW function from the Windows API
which creates or opens a file or I1/0O device. There were 4 instances of calls to this function. For
each of the calls, the following parameters were pushed to the stack before being passed to the
function:

Parameter Value Definition or Usage

hTemplateFile 0 A valid handle to a template file with the
GENERIC_READ access right. Current value
provides no handle to the function

dwFlagsAndAttributes | 0x80 The file or device attributes and flags. Current
value specifies FILE_ATTRIBUTE_NORMAL,
meaning no other attributes are set.

dwCreationDisposition | 2 An action to take on a file or device that exists or
does not exist, current value will always create a
new file regardless of whether a file is already
existing.

IpSecurityAttributes 0 A pointer to a SECURITY_ATTRIBUTES
structure, determining whether a created file or
device can be inherited by child processes.
Current value states it cannot be inherited by child
processes.




dwShareMode 2 Requested sharing mode of the file or device,
current value indicates FILE_ SHARE_WRITE,
where each subsequent open operation on a file
or device can get read access.

dwDesiredAccess 0x40000000 Requested access to the file or device, current
value indicates GENERIC_WRITE, allowing write
access.
IpFileName Found in stack | Name of the file or device to be created or
(differs for opened.
each call)

Considering the functionalities of the malware observed up to now, these 4 calls to CreateFileW
are likely to correspond to the creation of the files “adobe.exe”, “MSVCR110.dll",
‘“MSVCR110.dat” and “a.bat” on the filesystem. When the CreateFileW function returns, if the
resource is successfully created, the open handler will be returned that points to the specified

file or device. However, if it fails, it will return a file handler with the value
INVALID_HANDLE_VALUE.

cmp edi, OFFFFFFFFh
jz loc_4013A1

v

P
cmp ebp, OFFFFFFFFh
jz loc_4813A1

v

PIHIE]

cmp [esp+1038h+hObject], @FFFFFFFFh
jz loc_4813A1

]

P
cmp ebx, @FFFFFFFFh
jz loc_4012A1

¥ ' YV
Fig 3.1.10: Checks for successful file creation

Following the calls to the CreateFileW function, there exists 4 comparisons along with
jump-if-zero functions that compare the values of several registers and memory addresses
against OxFFFFFFF. It is to be noticed that OXFFFFFFF represents -1 when converted to a
signed integer. For the values returned by CreateFileW, Microsoft's documentation states that
the INVALID HANDLE_VALUE returned by the function upon failure when creating the resource
holds the value of -1, except that it is created under the file handler type. As such, these four

comparison functions are related to checking whether the 4 calls to CreateFileW function have
failed.




YYVY

FIZIE

loc 4813A1:

mov ecx, [esp+1@38h+var_ 4]

pop edi

pop esi

pop ebp

pop ebx

xor eCX, esp ; StackCookie
xor gax, eax

call 0 security check cookie@d ;  security check cookie(x)
add esp, 1028h

retn 10h

_WinMain@l6 endp

Fig 3.1.11: Code block triggering return from WinMain()

If any of the files were not able to be successfully created, the program will jump to a code block
which causes the WinMain() function to exit and return to its caller. It can also be observed that
there is a call to __security_check_cookie at this juncture, which checks against buffer overflows
within the stack.



mov
push
lea

push
push
push
push
call
mov

push
lea

push
push
push
push
call
mov

push
lea

push
push
push
push
call

Provided that all four calls to CreateFileW are successful, it can be observed through IDA that
the subsequent code blocks involve three calls to the WriteFile function, part of the Windows
API which Writes data to the specified file or input/output (I/O) device. It is highly likely that
these three function calls pertain to writing information to three out of the four files previously
created. Comparing the sizes passed through the nNumberOfBytesToWrite parameter for the
function, we are able to guess that these three functions will write content to the following files

ebp, ds:WriteFile

5 3 1pOverlapped

edx, [esp+183Ch+NumberOfByteslWiritten]
edx 5 1pNumberOfBytesWritten
9663h ; nNumberOfBytesTolWrite
offset unk _41A308 ; lpBuffer

edi ; hFile

ebp ; WriteFile
ecx, [esp+1038h+hFile]

5 3 1pOverlapped

eax, [esp+183Ch+NumberOfByteslWiritten]
eax ; 1lpNumberOfBytesWritten
eDaCsh ; niumberOfBytesTolirite
offset unk 48AC48 ; lpBuffer

ecx ; hFile

ebp ; WriteFile
eax, [esp+1838h+h0Object]

5 5 1pOverlapped

edx, [esp+183Ch+NumberOfByteslWritten]
edx 3 1pNumberOfBytesWritten
2608h ; niumberOfBytesTolirite
offset unk_417D88 ; lpBuffer

eax ; hFile

ebp : WriteFile

Fig 3.1.12: Calls to WriteFile function

e adobe.exe (nNumberOfBytesToWrite = 0xDOCS8, actual size = 53488B)
e MSVCR110.dat (nNumberOfBytesToWrite = 0x9663, actual size = 38499B)
e MSVCR110.dll (nNumberOfBytesToWrite = 0x2600, actual size = 9278B)




push 183h ; Size
lea ecx, [esp+183Ch+var 101B]
push 0 ; Val
push ecx ; void *
mov [esp+1044h+Filename], @
call _memset

push 183h ; Size
lea edx, [esp+1848h+var F17]
push 0 ; Val
push edx ; void *
mov [esp+1058h+var F18], @
call _memset

add esp, 18h

push 184h ; nSize
lea eax, [esp+183Ch+Filename]
push eax ; lpFilename
push 0 ; hModule
call ds:GetModuleFilelameA

Fig 3.1.13: Call to GetModuleFileNameA

Subsequently, the code block involves declaration of two void pointers. Both void pointers are
initialized with a value of 0 and a size of 0x103 or 259 bytes. The values are then placed in
memory with the call to the _memset function. The executable executes a call to the function
GetModuleFileNameA. This is a function from the Windows API which retrieves the fully
qualified path for the file that contains the specified module loaded by the current process.

The executable likely utilises one of the void pointers to store the value of the module whose
path is being requested and the other void pointer to store the fully qualified path of the module.

lea eax, [esp+1038h+Filename]
lea esi, [eax+1]

[l sl =

loc_401286:

mov cl, [eax]

inc eax

test cl, cl

jnz short loc_ 401286

V

Fig 3.1.14: Loop and check



There is a following loop coding structure that increments a counter that is stored in the EAX
register. This loop structure after the effective address of a variable is loaded into the stack, as
indicated by the load effective address from the stack pointer. As such, it most likely performs a
character-by-character check or validation against the path returned by the prior call to
GetModuleFileNameA.

il ) 5=

sub eax, esi

add eax, BFFFFFFFCh

push eax ; Size
lea ecx, [esp+183Ch+Filename]
push ecx 5 Src

lea edx, [esp+1048h+var F18]
push edx 5 void *
call _memcpy

push 3E7h ; Size
lea eax, [esp+1848h+var 3EB]
push 4 : Val
push eax ; void *
mov [esp+1058h+var 3EC], @
call _memset

lea ecx, [esp+1850h+Filename]
push ecx

mov edx, ecx

push edx

lea eax, [esp+1@58h+var 3EC]
push offset aRepeatDelSIfEx ; ":Repeatindel %s\nif exist %s goto Repea”
push eax 5 LPSTR
call ds:wsprintfA

Fig 3.1.15: WsprintfA function call related to batch file

Similar to previously observed structures, within the next block of code after the loop structure,
there is a declaration of and initialisation of two void pointers with the values of 0. This is
followed by a call to the wsprintfA function, which is a function under the printf family which
prints formatted data to a specified buffer. Before wsfprintfA is called, it is observed that the
string containing format specifiers “Repeat\ndel %s\nif exist %s goto Repeat” is pushed ontot he
stack.

Considering the flow of operations, it is likely that the first void pointer was used to store the
value to be substituted to the string format specifier, while the second void pointer is used to
store the resulting value after the wsprintfA operation. The string passed to the string format
specifier is likely to be a fully qualified path. This combined with the string which appears to be
the contents of a batch file. The “del” and “if exist” syntax accept file paths.



add esp, 28h

push 0 ; 1pOverlapped

lea ecx, [esp+183Ch+NumberOfByteslritten]
push ecx 5 IpNumberOfByteshritten
push eax ; nNumberOfBytesTolirite
lea edx, [esp+1044h+var 3EC]

push edx ; lpBuffer

push ebx ; hFile

call ebp ; WriteFile

Fig 3.1.16: Writing of contents to batch file

Having observed that the formatted string to be stored in the stack at location with offset pointed
to by var_3EC, there is a subsequent call to the WriteFile function which writes content to a
provided file handler. Considering the previously analysed instructions, it is likely that this
WriteFile call will initiate the writing of the formatted string “Repeat\ndel %s\nif exist %s goto
Repeat” with fully qualified paths to the “a.bat” file.

One interesting difference in this call to WriteFile compared to previous calls is that the value
passed as the nNumberOfBytesToWrite parameters seems to be read off the stack, meaning
that it is dynamically set. This fits the context as different systems would have differently sized
fully qualified paths to the target destination due to factors such as different usernames. As
such, the total size of the batch file varies across systems and has to be calculated dynamically.

mov esi, ds:CloseHandle

push edi ; hObject
call esi ; CloseHandle

mov eax, [esp+1038h+hFile]
push eax ; hObject
call esi ; CloseHandle

mov ecx, [esp+1838h+h0Object]
push ecx ; hObject
call esi ; CloseHandle

push ebx ; hObject
call esi : CloseHandle

Fig 3.1.17: Calls to CloseHandle

Afterwards, there were observed to be 3 calls to the CloseHandle function from the Windows
API which closes an open object handle. This is likely to be used to close the handles previously
returned when CreateFileW was called to create and write contents to the files. Currently, we
are unable to ascertain which file handles were specifically closed.



Further down the current code block, it can be observed that there is a call to the
ShellExecuteW function from the Windows API, which performs an operation on a specified file.
Specifically, the IpFile parameter is set to reference a location from the stack, which from
observing the offset value used of [esp+1044h+File], indicates that it points to the path of the
“adobe.exe” executable previously created. The associated operation is “open”, which will open
the executable and effectively start running it. The following parameters were passed to the

mov ebx

, ds:ShellExecuteld

push 5 5 nShowCmd
push (5 ; 1lpDirectory
push 5 ; lpParameters
lea edx, [esp+1044h+File]

push edx ; 1lpFile

push offset Operation ; "open”

push 5 ; hwnd

call ebx ; ShellExecutel

Fig 3.1

ShellExecuteW function.

.18: Execution of open command in shell

Parameter Value Definition or Usage

nShowCmd 0 The flags that specify how an application is to be displayed
when it is opened. Current value displays no windows.

IpDirectory 0 A pointer to a null-terminated string that specifies the default
(working) directory for the action. Current value specifies
current working directory.

IpParameters 0 Specifies the parameters to be passed to the application.
Currently, no parameters are passed to application

IpFile Found in A pointer to a null-terminated string, specifies the file or object

stack on which to execute the specified operation.

IpOperation open A pointer to a null-terminated string, specifies the action to be
performed. “Open” will open a specified file or folder

hwnd 0 Handle to the parent window used for displaying a Ul or error
messages. Current value indicates no associated GUI window




push
push
push
push
push
push
lea
push
call
mov
cmp
jz

40000000h

hTemplateFile
dwFlagsAndAttributes
dwCreationDisposition
1pSecurityAttributes
dwShareMode

; dwDesiredAccess

L I

eax, [esp+1@50h+var F18]

eax

ds:CreateFileA

edi, eax

5 1pFileName

edi, OFFFFFFFFh
short loc 401364

The next series of instructions provide the functionality of creating a new file, writing contents to
the file, and closing the handler returned when creating the file. The parameters passed to the
CreateFileA function through pushing onto the stack are the same as the ones used in prior
calls to CreateFileA. The filename in this instance is stored onto the stack at an offset of
[esp+1050h+var_F18], which upon further analysis appears to reference the returned value
from the GetModuleFileNameA function call, which contains the name of the current executable.
Afterwards, Ox35FE or 13822 bytes of data were written to the file, before the handle

L J
] =
push 4 3 1pOverlapped
lea ecx, [esp+1@3Ch+NumberOfByteshiritten]
push ecx 5 1pNumberOfBytesliritten
push 35FEh 5 nhumberOfBytesTolrite
push offset unk 4239780 ; lpBuffer
push edi ; hFile
call ebp ; WriteFile
09
s 555

loc_481364: 5 hObject
push edi
call esi ; CloseHandle

Fig 3.1.19: Additional calls to CreateFileA, WriteFile and CloseHandle

referencing this file is closed.




| data:@e42397@ unk_ 423970 db 58h : P

.data:008423971 db 4Bh ; K
.data:0e423972 db 3
.data:008423973 db 4
.data: 00423574 db 14h
.data:008423975 db 5
.data:0e423976 db 6
.data:00423977 db 5
.data:0e423978 db 8
.data:008423979 db 5
.data:ee42397A db 5
.data:0042397B db 5
.data:0042397C db 21h ;
.data:00842397D db 5
.data:0042397E db 36h ; @
.data:0042397F db @CSh
.data:00423980 db 28h ; (
.data:008423981 db @Ch
.data:00423982 db 72h ; r

Fig 3.1.20: Contents written to new file

Further analysing the contents that are written to the file, it can be observed that the contents
appear to have the “PK” header, hinting that the file is treated as a ZIP archive. When
considering the context of this action, this function appears to effectively remove the malicious
executable file currently being run in an attempt to remove any traces of infection. Furthermore,
the PK header is a valid header to represent Microsoft Word documents. This matches the
behaviour previously noted in basic dynamic analysis, that the size of the malicious file is now
significantly smaller, but it still appears to be treated properly as a word document.



push 1 ; nShowCmd
push 5 ; lpDirectory
push 5 ; lpParameters
lea edx, [esp+l1044h+var F18]

push edx ; 1pFile

push offset alOpen_® ; "open”

push 5 ; hwnd

call ds:ShellExecuteA

push 1 3 nShowCmd
push 5 ; lpDirectory
push 5 ; lpParameters
lea eax, [esp+l04dh+var AB4]

push eax ; 1pFile

push offset Operation ; "open”

push 5 ; hwnd

call ebx ; ShellExecutel

push 5 ; uExitCode
call ds:ExitProcess

Fig 3.1.21: Further calls to ShellExecuteW and exiting of process

After the previous steps taken by the executable to create a new file in attempting to erase its
tracks, there were observed to be two more calls to ShellExecuteA. The first call references the
stack at offset [esp+1044h+var_F18] which, based on previous observations, is the path to the
word document recently created. The open function is called, along with the nShowCmd being
set to 1. This will result in the word document being opened by the operating system. These are
the instructions that trigger the display of a word document when the executable is initially ran
during basic dynamic analysis

The second call to ShellExecuteW has the parameter IpFile referencing the stack at
[esp+1044h+var_A04]. Similarly, it is executed with the nShowCmd parameter set to 1, meaning
that there will be a resulting window shown upon execution of the function. Based on
observations of the stack offset, it can be concluded that the value passed to the function is the
full path of “a.bat”. When executed, it will loop to delete the initial malicious executable in an
attempt to cover the tracks of the malware.

Lastly, the program calls ExitProcess, which is a Windows API function that terminates the
calling function and all of its threads. This marks the end of the functionality of the initial
PositionRequirement-SeniorCivilEngineer.docx-53¢c1fd5ac99b5690b278ffcc5a49a598.bin
executable.



Overview of Functionality

Through our advanced static analysis of the initial
PositionRequirement-SeniorCivilEngineer.docx-53c1fd5ac99b5690b278ffcc5a49a598.exe  file
for the malware, it appears that this executable serves the primary purpose of a dropper, where
it only acts to create and drop more malicious files within the filesystem, execute or start them,
then remove traces of the current file. Many of the assembly code that was reported under this
section correspond to the behaviour we have previously observed through basic static and
dynamic analysis.



3.2 Disassembling and Analysing adobe.exe in IDA

Program Entrypoint and Function Calls

Firstly, it should be noted that the adobe.exe executable is signed and Windows has shown that
the contents of the executable are still valid according to the certificates that have been used to
sign the executable. As such, it is unlikely that any of the functionalities of adobe.exe are
malicious by nature when considered in isolation.

Security Details Previous Versions
General Compatibility Digital Signatures

Signature list

MName of signer: Digestalgorit.. Timestamp
ESET, spol. s r.o. shal Wednesday, 8 Ju...
Digital Signature Details ? *

General  Advanced

—_ | Digital Signature Information
4= | This digital signature is OK.

Signer information

Name: |ESI:—I', spol. 5 r.0.
E-mail: |N|:ut available
Signing time: |Wednesday, 8 July 2015 6:22:00 AM

View Certificate

Countersignatures

Mame of sign... E-mail addre... Timestamp
Symantec Ti... Not available Wednesday, 8 Jul...

Details

oK

Fig 3.2.1: Digital signature of adobe.exe.



However, it was observed that the signer was specified as ESET, which is a company providing
antivirus and internet security solutions, which has no relation to Adobe. Hence, it is likely that
the signed executable was used to utilise additional functions exported by other modules as a

step towards malicious actions.

[l e 51
; Attributes: library ctio
public
proc near
call sub 407EE1
jmp sub_4879AA
endp

Fig 3.2.2: Entrypoint of adobe.exe

We disassembled the adobe.exe executable and observed the entrypoint which is the Start
function as shown in the figure above. It is noticed that this entrypoint is similar to that of the
initial executable, with a call to a subroutine and a jump to another subroutine.



il e =]

~

LA

; Attributes: bp-based frame

sub_4@7EE1 proc near
PerformanceCount= LARGE_INTEGER ptr -14h

SystemTimeAsFileTime= FILETIME ptr -8Ch
var_4= dword ptr -4

push ebp
mov ebp, esp
sub esp, 14h
mov eax, __ security cookie
and [ebp+SystemTimeAsFileTime . dwLowDateTime], ©
and [ebp+SystemTimeAsFileTime.dwHighDateTime], ©
push esl
push edi
mov edi, ©OBBABE6AEh
mov esi, OFFFF@@@0h
cmp eax, edi
jz short loc_487F11
FIFIE
test esi, eax
jz short loc_487F11

Fig 3.2.3: Beginning of sub_407EE1

The first subroutine located at sub_407EE1 hints that this function primarily deals with a
declared __security_cookie. Based on research, it is indicated that this is a Windows native
implementation of a defence against buffer overflows. The function ends with a return to the
caller.



] (s =] Ll e =
loc 44
; Attributes: bp-based frame [
mov
sub_4879AA proc near mow
mov
Code= dword ptr -24h mov
var_20= dword ptr -28h push
var_1C= dword ptr -1Ch push
ms_exc= CPPEH_RECORD ptr -18h call
pop
; _unwind { // _ SEH prolog4 pop
push 14h retn
push offset stru 40A1CS
call __SEH prolog4
and [ebp+var_1C], @
call ds: crtGetShowlindowMode
movzx  ebx, ax
] e
;. _try { // __except at loc_407B18
and [ebp+ms_exc.registration.Trylevel], @
mov eax, large fs:18h
mov edx, [eax+4]
xor edi, edi
mov esi, offset unk 48B5D8

Fig 3.2.4: Subroutine 0x4079AA

The following call to the subroutine at 0x4079AA similarly appears to be a complex function
which is automatically generated by the compiler, related to the C Runtime library (CRT),
evident from the call to ___crtGetShowWindowMode within the first code block of the subroutine.

o ——— e _— e ——

{5 00409120 __crtGetShowWindowMode EMSVCRI 10
& 004090DC __crtSetUnhandledExceptionFilter MSVCR110

Fig 3.2.5: Location of __cerGetShowWindowMode imported from MSVCR110

A peculiar nature of this function in the current context is that the __crtGetShowWindowMode is
not locally defined, but called towards a function of the same name that was exported by
another module, namely MSVCR110.dlIl.



Further advanced static analysis of the adobe.exe was not conducted by the group as we
deemed the remainder of the functions to be non-malicious due to the valid signature of the
executable, indicating that the software was designed to work as intended.

Overview of Functionality

The executable adobe.exe by itself does not seem to contain any malicious code as its
authenticity can be validated by its signature. However, it most likely is used as a medium for
attackers to run code that is exported by other modules. In this specific case, the suspicious
behaviour would be the call to the _ crtGetShowWindowMode function that is exported by
MSVCR110.DLL.

Further research on the behaviour of DLL loading shows that conditions that allow DLL search
order hijacking can be leveraged to allow legitimate and non-malicious programs to run code
from malicious DLLs.

Considering that adobe.exe is located in the % TEMP% folder as specified by Windows, it was
also noticed that MSVCR110.dll was also dropped in this same directory. The DLL load order
will cause the operating system to first search the directory from which the executable was run
from, and in this case, the malicious dropped MSVCR110.dll will be the effective DLL loaded by
adobe.exe. When the function call to __crtGetShowWindowMode is made, the corresponding
function exported by MSVCR110.dll will be invoked.



3.3 Disassembling and Analysing MSVCR110.dIl in IDA

Exported Function Within DLL
MZiE

; Exported entry 4. _ crtGetShowlindowMode

; Attributes: noreturn

public  crtGetShowhWindowMode
___crtGetShowWindowMode proc near
call sub_ 100812C1

push 5 ; uExitCode
call ds:ExitProcess
___crtGetShowWindowMode endp

Fig 3.3.1: Entrypoint of exported function __crtGetShowWindowMode

Within the entrypoint of the exported _ crtGetShowWindowMode function in the MSVCR110.dlI
dropped by the malware, it is observed that there is only a call to a subroutine located at
0x100012C1. When the subroutine returns, the current process (adobe.exe) will be terminated

with an exit code of 0.



push @B8h ; Size
lea eax, [esp+lFdh+var 1C8]
push ebx ; Val
push eax ; void *
mov [esp+1FCh+var 1D8], ebx
mov [esp+1FCh+var 1CC], ebx
call memset

push 183h ; Size
lea eax, [esp+208h+var 10F]
push ebx ; Val
push eax ; void *
mov [esp+208h+NumberOfBytesRead], ebx
mov [esp+208h+Filename], bl
call memset

add esp, 18h

push 184h ; nSize
lea eax, [esp+lF4h+Filename]
push eax ; lpFilename
push hModule ; hModule
call ds:GetModuleFileNameA

lea eax, [esp+l1F@h+Filename]
lea edx, [eax+1]

Fig 3.3.2: Call to GetModuleFileNameA

The first significant section of code involves a call to the function GetModuleFileNameA, which
will return the full path of the current process being run. In this case, it is expected that the path
to MSVCR110.dll will be returned by this function.



call ds:GetModuleFilelNamed

lea eax, [esp+1F@h+Filename]
lea edx, [eax+1]
Ll (e 5=
loc_10080133C:
mov cl, [eax]
inc eax
cmp cl, bl
jnz short loc 1000133C
—
i

ol a5

Fig 3.3.3: Loop structure after function call

After the call to GetModuleFileNameA, there is observed to be a loop coding structure which
presumably performs certain checks or further processing of the string returned from the
function call on a character-by-character basis.

 J
] s =
push ebx ; hTemplateFile
push 80h 5 dwFlagsAndAttributes
push 3 ; dwCreationDisposition
push ebx 5 IpSecurityAttributes
sub eax, edx
push 1 5 dwShareMode
mov [esp+eax+204h+var 114], 7461642Eh
push 80000000h 5 dwDesiredAccess
lea eax, [esp+208h+Filename]
push eax 5 IpFileName
call ds:CreateFileA
mov [esp+1FBh+hFile], eax
cmp eax, OFFFFFFFFh
jz loc 160081446

Fig 3.3.4: Call to CreateFileA

The subsequent code block mainly consists of a call to the CreateFileA function along with the
pushing of the parameters onto the stack. The following parameters were set:



Parameter

Value

Definition or Usage

hTemplateFile

Specified in
ebx register

A valid handle to a template file with the
GENERIC_READ access right.

dwFlagsAndAttributes

0x80

The file or device attributes and flags. Current
value specifies FILE_ATTRIBUTE_NORMAL,
meaning no other attributes are set.

dwCreationDisposition

An action to take on a file or device that exists or
does not exist, current value will only open a file if
it exists, otherwise throwing an error

IpSecurityAttributes

Specified in
ebx register

A pointer to a SECURITY_ATTRIBUTES
structure, determining whether a created file or
device can be inherited by child processes.

dwShareMode

Requested sharing mode of the file or device,
current value indicates FILE_SHARE_READ,
where each subsequent open operation on a file
or device can get read access.

dwDesiredAccess

0x80000000

Requested access to the file or device, current
value indicates GENERIC_READ, allowing read
access.

IpFileName

Found in stack
(differs for
each call)

Name of the file or device to be created or
opened.

Compared to other calls to CreateFileA previously seen within the report, this call appears to
have a different function, that is used to get a file handler in order to perform read operations of
the data within an existing file.

Furthermore, it can be observed that before the IpFileName parameter is pushed onto the stack,
the value 0x7461642E is moved onto a particular position in the stack. When converted back to
ASCIl characters, it holds the value of “.dat” in little-endian format. This points to a high
possibility that the file handler created will be pointing towards the MSVCR110.dat file previously

dropped by the malware.

Lastly, there is a compare instruction that checks against whether the CreateFileA function has
returned an error, by checking against the value -1 in the register EAX. If the function has failed,
it will jump to the end of the function and return to the caller.




il = =

push ebx ; lpFileSizeHigh
push eax ; hFile
call ds:GetFileSize

mov edi, eax

lea eax, [edi+l]

push eax ; Size
mov [esp+1F4h+dwSize], edi
call ds:malloc 6

mov esi, eax

pop ecx

mov [esp+1FBh+var 1D&], esi
cmp esi, ebx

jz loc_ 100081446

Fig 3.3.5: Calls to GetFileSize and malloc

If the CreateFileA call was successful, the program then proceeds to call the GetFileSize
function and the malloc function. This appears to have the purpose of gauging the size of the
contents of the MSVCR110.dat file and allocating space within the stack to store the data.
Similarly, there is a check for whether the malloc function has returned with a null pointer with
the jump-if-zero instruction. If the function has failed, it also jumps to the end of the function,
triggering a return to the caller.



il s =

lea
push
push
push
call
add
push
lea
push
push
push
push
call
push
call
cmp
jz

eax, [edi+]]

eax ; Size

ebx ; Val

esi ; void *

memset

esp, @Ch

ebx ; 1pOverlapped

eax, [esp+1F4h+NumberOfBytesRead]

eax ; 1pNumberOfBytesRead
edi ; nNumberOfBytesToRead
esi ; lpBuffer

[esp+20@h+hFile] ; hFile
ds:ReadFile

[esp+1F@h+hFile] ; hObject
ds:CloseHandle

edi, [esp+1F@h+NumberOfBytesRead]
short loc_100013DC

The next block of code executed if the malloc function was successfully run involves calls to
ReadFile and CloseHandle. The ReadFile function accepts a dynamically determined number of
bytes to read from the file handler pointing to the dropped MSVCR110.dat file. The contents are
stored into a specific buffer specified by the value within the ESI register. Lastly, the
CloseHandle function is called to release the file handler. The compare instruction checks
against whether the correct number of bytes have been read into the buffer, if not, it will trigger a

Fig 3.3.6: Calls to ReadFile and CloseHandle

jump to the end of the function.




add esi, 4

lea edi, [esp+1FBh+var 1D@]
push eax

lea ebx, [esp+1F4h+var 1D@]
rep movsd

call sub_ 10001239

mov eax, [esp+1Fdh+var 1D@]
mov ecx, [esp+1Fdh+var 1C8]
push [esp+1Fdh+var 178]

mov ebx, [esp+1F8h+var 1D8]
lea esi, [eax+ecx]

add ebx, @C4h

push esi

call sub_100011B8

add esp, @Ch

Fig 3.3.7: Calls to sub_10001239 and sub_100011B0

In the subsequent code block, there are two points of interest. The program will attempt to call
two functions, named sub_10001239 and sub_100011B0 by IDA.

il e =

; Attributes: bp-based frame fpd=88h
sub_ 10001239 proc near

var_188= byte ptr -108h
var_F7= byte ptr -0F7h
var_4= dword ptr -4
arg_@= byte ptr 8

push ebp

lea ebp, [esp-88h]

sub esp, 108h

mov eax, _ security cookie

xor eax, ebp

mov [ebp+88h+var_4], eax

push esi

push edi

mov esi, offset abe2euigffuwld ; "%oeZeuiGFfuw3&: 7"
lea edi, [ebp+88h+var_ 188]

Fig 3.3.8: Beginning of sub_10001239

The beginning of the first function call to sub_10001239 shows that there is a string
“%6e2euiGFfuw3&:?” that is loaded into a register.



il s 5

loc_1008127E:
mov dl, [eax]
inc eax
test dl, dl
jnz short loc_1600127E
|
i
gax, ecx
eCcx, ecx
gax, eax

short loc_1660129C

\ K ]
il [
loc_1000128D:
mov dl, [ebp+88h+arg @]
xor [ebp+ecx+88h+var_108], dl
inc eCX
cmp ecx, eax
jl short loc_1008128D
—

Fig 3.3.9: Loop structure and XOR operations

Subsequently, there are two loop coding structures. The instructions within this section hint at
capabilities to perform string manipulation. Particularly, the program appears to perform a XOR
operation by individual characters.

Our hypothesis is that the program will attempt to perform XOR operations against the content
previously loaded from MSVCR110.dat against the key of “%6e2euiGFfuw3&:?” specified
above, as part of a decoding process



il s =]

-

; Attributes: bp-based frame fpd=88h

sub_1000811B@ proc near

var_188= byte ptr -108h
var_F7= byte ptr -8F7h
var_4= dword ptr -4
arg_0= dword ptr B8
arg_4= byte ptr @cCh

push ebp

lea ebp, [esp-88h]

sub esp, 108h

mov eax, __ security cockie
xor eax, ebp

mov [ebp+88h+var 4], eax
push esi

push edi

mov esi, offset abdaZaw75UIe ; "6DaZaw/#5<)u+=ie”
lea edi, [ebp+88h+var 108]
movsd

movsd

movsd

movsd

Fig 3.3.10: Beginning of sub_100011B0

Further analysing the structure of the second function called, named sub_100011B0, we notice
that it has an overall similar structure, with a key difference being a different value of
“6Da2aw7#5<)u+=ie” being defined and set into a register. The loop coding structures and XOR
comparisons are also present in this subroutine.



llcall ds:VirtualAlloc
“|push esi ; Size
|mov edi, eax
‘|push ebx ; Src
'|push edi ; void *
call memcpy
add [esp+1FCh+var_1D@], edi
lea eax, [esp+1FCh+var 1D@]
push eax
adc [esp+20@h+var 1CC], @
call edi
add esp, 160h

Fig 3.3.11: Call to VirtualAlloc, memcpy and address specified in register EDI

After calls to both sub_10001239 and sub_100011B0 have returned, the program is observed to
first call VirtualAlloc. This reserves a region of pages in the virtual address space of the current
process, with the memory space automatically initialised to 0.

Next, there is a call to memcpy, which presumably is used to copy the contents of
MSVCR110.dat that have been modified into the space reserved by VirtualAlloc. Lastly, a call is
made towards a dynamic address stored in the EDI register. The program exits and returns to
the caller afterwards.

Overview of Functionality

Considering the functionalities of MSVCR110.dll observed through advanced static analysis, we
can reasonably conclude that the primary purpose of this DLL is to load the contents stored
within the MSVCR110.dat file dropped by the malware. Correspondingly, we also hypothesise
that the contents of MSVCR110.dat are meant to be shellcode that is executed at the end of the
program, when the “call edi” instruction is executed. The pre-requisites of this operation are that
the contents of MSVCR110.dat are first loaded into memory, decoded, then executed by the
program.

At this juncture, we are unable to further analyse the functionality provided by the shellcode
within MSVCR110.dat as it is encoded. Additionally, as the eecInt.exe executable along with
MSVCR110.dll and MSVCR110.dat stored in the “C:\Users\exetr\AppData\Roaming\Windows”
directory are the same, we have opted against performing further advanced static analysis on
these dropped files, assuming that the functionalities are the same.



4. Advanced Dynamic Analysis

4.1 Debugging Main Executable in OllyDbg

In combination with the behaviour of the
PositionRequirement-SeniorCivilEngineer.docx-53c1fd5ac99b5690b278ffcc5a49a598.exe as
described in the advanced static analysis section, we also ran the executable under OllyDbg to
further ascertain its functionalities.

% EC Oo1/0000 | CALL Fosition.BODAZCIC
.~ES TEBFEFFFF | JHMP Position.B®B0A13F6
> SBFF MOV EDI,EDI

Fig 4.1.1: Entrypoint of executable

HEOH1S A2
HADALSFE

Loading the executable into OllyDbg and running it, it can be observed that the address of the
entrypoint is at 0xO0DA1574. At this location, there is a call instruction to a function and a jump
instruction to another function. Compared with the disassembled code from IDA, these two
functions are __ security_init_cookie() and __ tmainCRTStartup() respectively. We stepped
through these two instructions, bringing us into the first instruction within __tmainCRTStartup().

FENEFERE] > &R S8 PUSH 58

BaDA13FE| . 68 AAS3DAEA PUSH Position.B880R93Q8

@aDA13F0| . EB B6168080 CALL Position.B8DAZRSS

aabDA1462| . 33FE HOR ESI.ESI

aabA14a4| , 8975 FC MOV DWORD PTR SS:[EBP-41,ESI

@a0R14687( . SD45 98 LEA ERX,DWORD PTR S5:[EBP-681]

@eDR148A] . 58 FUSH ERX [ Startupin
@aDA146E| . FF1E 2888DAGA| CALL DWORD PTR DS: [<&KERNEL32.GetStartu) UEfc*datuDIﬁfDﬂ
AaEbA1411| « 6A FE FPUSH -2

@aDA1413| . 5F POP EDI

fU_Hlle . 897D FC MOV DWORD PTR S5:[EEBFP-41,EDI

@abA1417| . B8 4D5A8886 HMOU ERX, SA4D

BaDAL41C] o 6625985 Ge@al) CHF WORD PTR DS: [DRBESE], AX

Fig 4.1.2: Beginning of __tmainCRT Startup()

As observed within our static analysis of the disassembled code, the majority of the
__tmainCRTStartup() function is automatically generated by the compiler to initialise and set up
resources and data structures within the C Runtime library.

BEDA14FF| . &8 ABBADAAA | PUSH Posit ion.B@80RBEEE
. E2 FPFAFFFF | CALL Position.B80A1068
. 9945 EB MOY DWORD PTR 55: [EBP-281,ERX

Fig 4.1.3: Breakpoint set at call to WinMain()

As such, we set a breakpoint at the call towards the WinMain() function which contains the
malicious activity where additional malicious files are dropped onto the system. When the
breakpoint was hit, OllyDbg was used to step into the WinMain() function at 0xO0DA10000.



rs BS 28108088 | MOV ERX, 1828
AuDE1oEs|] . EB 166188868 | CALL Posit ion.B80B7128
AEDBE1GEA] . ALl B4AGB0BEG | MOU EAX,DWORD FTR DS: [DEREG4]
eeDE186F|] . 33C4 #OR ERX,ESP
aepeiGil|] « 892424 2410880 HOU DWORD PTR SS:[ESP+18241,ERX
Aepei1e1z|] . 53 PUSH EE¥
aepei1E12|] . 55 PUSH EBP
Ba0E181A|] -« S6 PUSH ESI
gepei1eie|] . &7 PUSH EDI
aeDeigic(] . 33C8 HOR ERX,ERX
AEDETIG1E|] . 68 BEEZEEEE | PUSH 266
gepe122211 . SO PUSH ERX

Fig 4.1.4: WinMain() function

Within the WinMain() function, execution of instructions were stepped through and paused at
areas where interesting activity was noticed during advanced static analysis of the executable.

BBDE1BEF
BE0E18CE
#seaDEB1B8Ccs

BB0DE1BD1
BEDE18D&
Babe18bh
Ba0E180DE
BA0E 1 BES
BeDE1B8EA
#abE1BEEB
BA0DE18ED
PHTE1GEF
AB0DE1B8F2
Bal blU H
BEbE] 1

rﬂ Bil

BEDE11
BabE1 1
#abBl 1
aalE1 1
BEDE1 1
HabE1 1
BalE1 1
aabel 1
BEDE1 1
BabE11
Babel 1
BaDE11
BEDE11
BalEl 13E
HEbE1 13F

P 000 P 0 0 O ) oy = i

0 00 P P G P e s s (5 |‘-_|'=_||_
[ =

v

51 | PUSH ECK FEuf fex

o8 84810008 | PUSH 184 BufSize = 184 (260.)
FF1 CHLL DWORD PTR DS: [<4&KERNEL32, Get TempPaiLGet TempPathil

E=¢5 IH ESI.DWORD PTR DB.[(&UBERHE.uspantFI USER32.wzprintfll

8 sC9z0Bns PosLtLan Bapes e = "adobe.exe™
309424 EBBEBBILER ED, DWORD PTR 55 [ESP+EEBJ
&2 PUSH EDX

802424 2484881 LEA EAX,DWORD FTR SS5: [ESP+434]
62 AE3ZNEAE

PUSH Position.@eDE92R0 F rmat = "HsHs"
=15 PUSH ERX
FFD& CALL ESI -UiDPlnt
62 AC92DEAA | PUSH Position.@B80B92AC UNICODE ”M$UCR11@ dLL*

303024 BBEEEGILEH ECX.DNUHD FTR SS: [ESP+2381
309424 ECBRBBILER EDX.DNDRD PTR 551 [ESP+ASC]

&2 AB2ZDEDE | PUSH Poszition.BB80BY9ZAE UNICODE “XsXe"
52 PUSH EDX
FFDE CHLL ESI

2 Ce920eas H Posit ion.B@80B92C UNICODE "MSUCR118.dat™
303424 438299lLEﬂ EAX, DWORD PTR SS: [E$P+24BJ

oa PUSH_ERX

208C24 e40839081 LEA ECK,DWORD PTR S55: [ESP+564]

658 AR92DBAA | PUSH Pos it ion.@B0B32A0 UNICODE *¥ss*
51 PUSH ECK

FFDE CALL ESI

68 E4920E88 |PUSH Position.@B0B92E4 UNICODE "a.bat"™
359424 EBBEBBI%EEHEE§QDNDRD PTR 551 [ESP+2581

3D3424 eCBcea LEA EAX, DWORD PTR SS.[ESP+GEC]

S A8920E88 | PUSH Position.B88DE%2R UNICODE "¥sXs'
EB PUSH ERX
FFD& CALL ESI

Fig 4.1.5: String operations

The first interesting section of code involves the call to GetTempPathW and several calls to
wsprintfW. As previously mentioned, this section of code likely constructs the target file paths for
where the malicious files are to be dropped.

@@DE 16BF
AADE 16CE

alE1801
AARNR1ANE

£1 FUSH E-:R
Size = 184 (268,)

&2 B46]1868E PLISH [ £

FF15 1886DB8@ CALL Dutﬂn PTR_DS: [<&KERNEL32, Get TempPal aet'rmpPathu
SB35 B4210B86G MOV ESI,DWORD PTR DS:[<&USER3Z.wsprintfl USEHEE.uiDantFu
68 Pos it ion.880DB928C i=» = "adobe.exe"
AN9424 FRAZAAL I FA FNX_NHWNRN PTR SS: TFSP+22R1

Fig 4.1.6: After calling GetTempPathW

f:u'frl



mn

BEOB1ACEl Position . BEBOE1GELC
I_1._'I_1._'I_1]_I_1-':-

BE4FEELC| UNICODE *'C:~Uszers-exetr-AppDataslLocal~Temps™
FFFFFFFE

Fig 4.1.7: Window temporary path stored onto stack at 0Ox004FEBF4

Stepping through to after the GetTempPathW is called, it can be observed that the local
Windows temporary default path is stored onto the stack. In this case, the specific value
observed was “C:\Users\exetr\AppData\Local\Temp” as shown in figure 4.1.7.

BEDE1B01|] . 68 BCS20BAH FUSH Posit ion.B88DES928C #=>» = "adobe.ene"
BEDELEDE|] « 809424 2862061 LEA EDX, DWORD PTR SS:[ESP+2221]

@aepeienD|l . 52 PUSH EDX :

GEDELADE|] « SD2424 3484001 LEA EAX,DWORD PTR 55: [ESP+4341]

BEDE1BEE|] . 68 AAS20BAH FUSH Posit ion.B88DES2A8 Format = "HsHs™
AEDE1BER|] » 58 FUSH EAX s

EENEFNEEE] | - FFDE |CALL ESI |Cwsprintfi

Fig 4.1.8: Call to wsprintfW

After which, stepping through the instructions until after the call to wsprintfW, the exact
behaviour of how the executable deals with the file paths can be verified.

Ba4FFaz4 UNICODE "C:xUsersrenetr~AppData~Locs [~Temp~adobe, exe™
BE0DES2AG UNICODE ™Hsks"

@B4FEELIC UNICODE *C:-Usersseretr-Applata“Local~Temp~"

Ba0DE928C| UNICODE *adobe.ene"

Fig 4.1.9: Contents of stack after call to wsprintfW

Considering this first instance of the call to wsprintfW, the format specifier is set as “%s%s”
which effectively concatenates two strings. The two strings used in this operation are the
temporary path provided by the operating system, “C:\Users\exetr\AppData\Local\Temp” and the
name of the executable to be dropped, “adobe.exe”. Both strings are loaded onto the stack at
0x004FEBFO and 0x004FEBF4 respectively. After the wsprintfW function is called, the resulting
string is “C:\Users\exetr\AppData\Local\Temp\adobe.exe”, which can be observed being stored
onto the stack at 0x004FEBES8 as shown in figure 4.1.9. The result from this operation is that the
fully qualified file path for the target destination of the files to be dropped by the malware has
been determined.

ﬁﬁﬁEﬁi%ilPa;tttan.ﬂﬁﬂﬂll#l

BE4FF 2; HICODE "™Ci~Uzerz~esetr~Applata-Local~Temp~a.bat"™
BR0DB9Z2A@| UNICODE "Hasxs™

BA4FEELIC) UMICODE "C:“Userssexetr“AppData~Local“Temp ™

BEDBE92E4 | UNICODE a.bat'

BA4FF424| UMICODE "C:slzerssexetr<Applata~Local~Tenp~MSUCE1 14, dat™
EBDBE92AB| UNICODE "Hsns™

BB4FEELIC| UNICODE "C:sUserssedetrwAppDatas~Local“xTemp™"™

BEDES2CE| UNICODE MHSUCRL1Edat"™

BA4FF&3C| UMICODE "C:sllzeresedetr~Applata~Local~Temp~MSUCR11G,. 1 ™
BA0DE9ZAG| UMICODE ™MesMsr™

B84FEELIC| UNICODE "CisUsershexetrsAppDatasbocalsTemp™™

BEDE92AC| UNICODE "HMSUCR116.dl

AB4FFE24 | UNICODE "Ci~lUseps~eqetr~Applataz-Local~Temp~adobe, exe™
BBDB92AB| UNICODE "Hssis™

BA4FEELIC| UMICODE "C:sUserssexetr“HpplatasLocalsTemp®
BADBES28C | UNICODE "adobe.ene'

FFFFFFFE

L




Fig 4.1.10: Fully qualified file paths for all files to be dropped in stack

This process is repeated three more times, each for the “a.bat’, “MSVCR110.dlI" and
‘“MSVCR110.dat”. After the four calls to wsprintfW, all results can be observed to be stored in
the stack of the program.

GE0DB1144 | . &A @@ PUSH @ hTemplateFile = MULL
BEDB11456() « 68 BBBEBOEG PUSH &8 Attributes = NORMAL
aeDE114E|] . SR B2 PUSH 2 Made CHEHTE_HLHHVS
BEDeE1140|] . 6A BA FUSH 8 pSecurit:
BE0DE114F |} « &A B2 PUSH 2 u':rc”o:c = FILE_SHHRE_MRITE
BEDELLSL(] . 68 08060848 | PUSH 40000680 ; = GENERIC_WRITE
GEDE11SA|) « SB35 BCBADESA MOY ESI,DWORD PTR DS:[<{&KERMEL3Z2.Createl KEHHELBE CreateF(lell
GEDELLIEC)| « SD8C24 5482801 LEA ECH,DWORD PTR S55:[ESP+8541]
BEDE1162(0 . 51 PUSH ECX F i leName

« FFD& CALL ESI CreateFilel

Fig 4.1.11: Call to CreateFileW

Ba4FF424|l Fi leMame = "™C:slUsersexetr~AppData~Local~Temp~MSUCR11G. dat™
4EHAEEEAR Hime SEMER _WRITE

BBBBaBa.2 || ShareMode = FILE _SHARE_WRITE

[EIS]EIEISIGIE]1E pSecur ity = HULL

BEBEEaa2 | | Mode CREATE_ALWAYS

PREGAaSa |l Attribute HMORMAL

HAEEEEAR hTer E'I- ateFiLle = MULL

Fig 4.1.12: Parameters for CreateFile W stored in stack

The next significant portion of instruction involves calls to the CreateFileW function. Stepping
through to just before the call to CreateFileW instruction is executed, it can be observed that all
the parameters to be passed to the function can be found within the stack. Importantly, the
filenames are specified as the fully qualified paths previously determined. As shown in figure
4.1.12, the first CreateFileW call will create the file “MSVCR110.dat”

Fig 4 1.13: MSVCR1 10.dat file created

When the files are first created, it is noticed through figure 4.1.13 that the files will have no
content within.



8
. 68 B@e00e48
. 208424 SCORe@ LEA ERX, DWORD

« GA 98

. 894424 38
FFD&

208C24 540886( LEA ECX, DWORD
PUSH ECH

51 H
FFDE& CALL ESI
« GA B89 PUSH @
. 58 SeBaaaas PUSH 2@
6A B2 FUSH 2
6H 88 PUSH @
« BA B2 PUSH 2
. B8 DBBBEE4E SH 4000868068
209424 44@4@9ILER ED¥, DWORD
52 PUSH_EDX
. BBFS MOV EDI,ERX
. FFD& CALL ESI
6A 8@ FUSH @
68 SDoooeod | PUSH S@
« BA B2 PUSH
&R 88 FUSH @
P

USH 2
MOV EBP,ERX
PUSH 48008000

PUSH_ERX
MOV DWORD PTR

sa
296C24 34
FFD& CALL ES[

. 6A 09 FLUSH

68 Sogoeees | PUSH 89
g2 PUSH 2

PUSH @

a2 PUSH 2
68 20202040 | PUSH 40000000
g08C24 4Coced LER ECH, DWORD
51 PUSH_ECX
MOV DWORD PTR

CALL ESI
8BDE __ MOV EBX, EAX

FTR £S: [ESP+8541]

PTR $5: [ESP+444]

PTR 5S: [ESP+RSC]
SS:[ESP+34],EBP

PTR S5S: [ESP+64C]
SS: [ESP+28],EAR

.EreafFFLlFM

HULL
je CREHTE_annvs

: HULL
ShareMode = FILE_SHARE_WRITE
1 = GEMERIC_URITE

-Ereat;FlleN
e atefFile NULL

| RMAL
lode = CREHTE_QLMQVS

i HULL
FILE_SHRRE_WRITE
lccess = GENERIC_WRITE

.urcat'FLl'w
FhT = MULL

DRMAL
CHERTE_RLMRVS

= FI E_SHHRE_MRITE
GEMERIC_WRITE

LCreateFilel

Fig 4.1.14: Four calls to CreateFileW.

Within this group of instructions, it can be seen that there are 4 calls to CreateFileW, each call
corresponding to the four files dropped by the malware.

a.bat
] adohe exe

22/4/2023
1Lj ;L“i*

0 MSVCR110.dat
0 MSVCR110.d11

Fig 4.1.15: Empty files created

After the calls to CreateFileW are taken, it can be observed that within the folder
“C:\Users\exetr\AppData\Local\Temp\” that there are the files “a.bat”, “adobe.exe”,
“‘“MSVCR110.dat” and “MSVCR110.dIl” that now exist, all with a size of 0 bytes.

BEDE11F4 6H B8 PUSH @ FoOver lapped HULL

BalEL 1 . 805424 14 LEA EDX,DWORD FTR S55:[ESP+141]

! 52 PUSH EDX

ABEDE1 1FE PUSH 9663 ButesT - 9663 (38499.)

. 63 £39600080
68 BSAZ0CEA

PUSH PoaLtLDn.@BDERS@B

Buff Pos Lt Lon. @ADCA30S

________ « 57 PUSH ile
. FFDS CALL EBP LllriteFile
gele120 SB4C24 18 MOU ECH,DWORD PTR SS:[ESP+181]
E &6H 8a PUSH @ [ il ! HULL

. 804424 14

. 58
68 CeDogasa
68 40AC0EBH

PUSH ERX

LER EAX,DWORD PTR 552

PUSH @Dacs
PUSH Posit ion.B@0BAC48

[ESP+141]

Buff Pos it Lon. GBDBACAD

________ « 51 PUSH ECH ile
. FFDS CAL LllriteFile
gebel122 SB4424 14 HOU EHX DMOHD PTR S5: [ESP+14]
E &6H_8a PUSH @ B il I = HULL
________ . 805424 14 LERA EDX,DWORD PTR SS:[ESP+141]
. 52 PUSH EDX Byt it
GEDE122E 65 BPE260008 | PUSH 26080 BytesT - 2688 (9728.)
E123 68 @27D0CeE | PUSH Position.@80CTD&3 Buffer PDSLtlon.B@DC?DBS

« 58 PUSH ERX
«» FFDS CALL EBF

LilriteFile

DBace (53448.)



Fig 4.1.16: Three calls to WriteFile.

Handle | Tupe Hame

ClFiLle 232769 881268196 ot “Usersexetr AppData~Local~Temp~HSUCR1 18, dat
QEaRa1FalFile 65534 | 80128196 cisUzsersseretr ApplatasLoca [NTempadobe, exe
aaaBaiF4 File 65534 BA128196 c:sUsersseretr AppDat a~xLoca [~ Temp~MSUCR11G.d1L1
Boaaa1iFs File 32769 88128196 ci“Users eretr AppDatasLoca l Temp*a.bat

Fig 4.1.17: File Handles

Having created the files, the program now has the four handles to each of the files stored within
memory. This is followed by three calls to the WriteFile function.

BEAGAIEC|| hFile = BBBBBIEC (window)
BB0OCAZ8S | Buffel Fosition.880CA38S
PBBAS6E3 || nButesTollrite = 9663 (38499.1]
AB4FECES || pButezliritten = BO4FECHS
BaaEaaaa | Loduer lapped = MULL

eaapalFa | - - - BBRABBIFA (window)
BADEAC4E | Butfex Position.@80BAC4E
888aDaCs || nButesTollrite = DBCE8 (53448.)
BA4FECES || pEutezllritten = BA4FECBS
aaaaaaan Loluer [apped = MHULL

4| hFile = 1IF4 (window)
BE4FEBES| PBDCYDES || Buffex Pos it ion.800CT0BS
GE4FEBEC| 808026808 |] nButesTollrite = 2688 (9728.)
BE4FEBFE| BO4FECB8|| pButesllritten = BO4FECBES
BB4FEEF4| B@e@8888|Lpluverlapped = MHULL

Fig 4.1.18: Options stored into the stack before WriteFile is called.

When WriteFile is called, the values of the parameters passed to the program are stored within
the stack for each call. It is noted that for the parameter to specify the file, instead of the
absolute path being passed to the function, a file handler is instead passed to the function. In
this case, the values OX1EC (MSVCR110.dat), 0x1FO (adobe.exe) and 0x1F4 (a.bat) are used
as shown in figure 4.1.17 and figure 4.1.18.

The next important section of code addresses the writing of contents to “a.bat” through basic
dynamic analysis of the batch file, we note that the batch file when run will loop to delete the
original malicious executable in an attempt to cover its tracks.

BEDE1260 | . &2 4010888 | PUSH 184 IFEufSize = 104 (268.)
. SDd4z4 28 LEA ERX,DWORD FTR S5:[ESF+281]
. 58 FPUSH EAX PathBuffer
. G6A B PUSH @ hModu Le HULL }
. FF15 145860E8& CALL DWORD PTR DS5:[<&KERMEL3Z.GetModu lel bGetModu leF i leNameR
. 8Dd4424 1C LEA ERX.DWORD PTR S55:[ESF+1C]

Fig 4.1.19: Call to GetModuleFileNameA

The first part of this process involves determining the filename of the malicious executable. This
is achieved by a call to the GetModuleFileNameA, returning the fully qualified path for the
currently running module, which in our case is
“C:\Users\exetr\Desktop\Malware-sample\Active-Version\PositionRequirement-SeniorCivilEngin
eer.docx-53¢1fd5ac99b5690b278ffcc5a49a598.exe”. This value is then stored in the stack



. 51 | PUSH ECK (Hz» = "CisUsers‘eretr-Desktop“Malware-sample“Act ive-Version“Posit ionR
. gBDl MY EDX, ECH .

« 52 S
. 808424 &CACHABI LEA EAX,DWORD PTR 5S:[ESP+CEC]
. 68 FO920EAE | PUSH Position.BBDES2FE Format = ":Repeat@del Xfif exist 4s goto Repeat@”

. 56 PUSH EAX s
. FF15 @2S10E0A  CALL DWORD PTR DS:[<&USER32.wsprintfA>1|LusprintfR

Fig 4.1.20: Call to wsprintfA

The second part involves constructing the contents of the batch file. This is achieved similarly
using the wsprintfA function call to insert the full path to the malicious executable into the
pre-formatted batch file content.

B04FF244| ASCI] ":RepeatBdel C:xUzers exetrDesktop Malware—sample~Act ive-Version“PositionRequirement-
BB0B52FB ASCII ":Repeatfldel X=@if enxist Xs goto Repeat@™ o _ o

BO4FEC14| ASCII "Ci“Users“exetr Desktop“Malware-sample“Hct ive-Version“PositionRequ irement-SeniorCivilE
B84FEC14 ASCII "C:Userssexetr-Desktop Malware-sanple Aot ive-Uersion“PoszitionRequ irement-SeniorCivilE
BO4FFE45| ASCII "RepeatBdel C:™UsershenetrDesktopMalware-sample“Act ive-Uersion“FositionRequirement=-=5

Fig 4.1.21: Parameters stored in stack

The source string is set as “:Repeat\ndel %s\nif exist %s goto Repeat\n”. After wsprintfA is run,
the string
“C:\Users\exetr\Desktop\Malware-sample\Active-Version\PositionRequirement-SeniorCivilEngin
eer.docx-53¢1fd5ac99b5690b278ffcc5a49a598.exe” will be set into the “%s” format specifiers.
The truncated resulting string can be seen being stored in the stack at address 0x004FEBDO.

. 53 PUSH EBX
« FFD& | CALL EBP | KERNELZ2.UWriteFile
. BB35 1826DBOA| MOV ESI,DWORD PTR DS:[<&KERMNEL32.CloseH| KERMEL32.CloseHandle

Fig 4.1.22: Call to WriteFile

The last part involves the writing of the created string into the file handler for “a.bat” previously
returned by the call to CreateFileW.

. SB35 1886DB8G| MOY ESI,DWORD PTR DS:[<&KERMEL32.CloseH, KERMEL32.CloseHandle
. 57 PUSH EDI hObject

. FFD& CHLL ESI CloseHandle
. 8B4424 18 MOU ERX, DWORD PTR S5:[ESF+12]

. 58 FUSH ERX hlbject

. FFD& CALL ESI CloseHandle
. SB4CZ24 14 MOY ECH,DWORD PTR SS:[ESP+141]

. 51 PUSH ECX hdb.je

. FFD& CALL ESI CloseHandle
. 53 PUSH EBX hObject

» FFD& CALL ESI Clo=eHandle

Fig 4.1.23: Calls to Close Handle

At this stage, all four files have been created and the intended contents have been written into
the files. This marks the end of the process of the malware dropping additional files onto the
filesystem under the
PositionRequirement-SeniorCivilEngineer.docx-53¢c1fd5ac99b5690b278ffcc5a49a598.exe
executable. As shown in figure 4.1.22, the CloseHandle is called four times by the program,
releasing the open handles referencing each of “a.bat”, “adobe.exe”, “MSVCR110.dat” and
“MSVCR110.dII”.



22/4/2023 2 53 .ses
22/4/2023 0: 303 a.bat

38499 MSVCR110.dat
9728 MSVCR110.d11

Fig 4.1.24: Final file sizes of dropped files

Observing the files that are dropped, we can confirm that the sizes of the files match that of the
value passed to the WriteFile function call previously.

. &A B8 PUSH @ [ =Show 5}

. BH 8@ FUSH & I MULL

. 60 B8 PUSH 8 ete HULL
. 809424 3804001 LEA EDX,DWORD PTR SS: [ESP+4281

« 52 PUSH ED= leMa

. 62 19930B68 | PUSH Position.B8DE2318 it "open"
« EA B8 PUSH 8 HUL

. FFD3 CALL EB=® Shel IEkecutell

Fig 4.1.25: Call to ShellExecuteW

Moving onto the next significant functionality of the executable, it is observed that the program
makes a call to the ShellExecuteW function with the “open” operation.

Fig 4.1.26: Parameters passed to stack

As seen from the value of parameters being stored onto the stack, this ShellExecuteW call will
result in the “open” operation being run on the dropped executable “adobe.exe”. The
functionality of the “adobe.exe” executable will be elaborated in the next section.

« BA B0 PUSH @ i it | HULL

» B8 ShaBaBEE FUSH && Ity I MORMAL

« BA B2 FUSH 2 L CREATE_ALWAYS

. BA B8 FUSH @ ITity HULL

« BA B2 PUSH 2 harel FILE_SHARE_WRITE
» GBS BBaBEE4E FUSH d4a@aaaag GEMERIC_WRITE

. 253424 BSGIGBI%EEHEEEQDMDRD FTR SS: [ESP+138]
. FF15 @4800B@@ CALL DWORD PTR DS:[{A&KERNEL32.CreateFil{LCresteFilen

Fig 4.1.27: Call to CreateFileA

BE0E 13432

After this, the program attempts to perform another call to the CreateFileA function. According to
prior advanced static analysis, this is part of the program’s efforts to remove the original
malicious executable and replace it with a legitimate word document.



B132EA4a I FileNanme "C:wUsersrenetr Desktop Malware-cample™Act ive=Uersion“Posit ionRe
40000808 || Acces: GEMERIC_WRITE

88paeaAR2 | SharsMode = FILE_SHRARE_WRITE

B88eeass | | pSecurity = MULL

BeeBeaeaz | Mode = CREATE_ALWAYS

Baeeease | Attributes HORMAL

BEeeea66a LhTerplateFile = HULL

Fig 4.1.28: Parameters passed to stack for call to CreateFileA

Evident from the contents of the stack, the full path for the new file is set as
“C:\Users\exetr\Desktop\Malware-sample\Active-VersionPositionRequirement-SeniorCivilEngine
er.docx-53c1fd5ac99b5690b278ffcc5a49a598”. The directory is the same as where the original
malware was stored. The new file contains the same filename as the original, however, the
“.exe” extension is now removed.

74 14 JE SHORT Position.@8DE1364

. BA B8 PUSH @

. ED4C24 14 LEA ECK,DWORD PTR SS:[ESP+141]
« 51 PUSH ECH

. 62 FE2S@@8@ | PUSH 3SFE

. 68 70390088 |FUSH Posit ion.BB003970

. 57 PUSH EDI N

. FFDS |CALL EBP KERMEL32.lriteFile

Fig 4.1.29: Call to WriteFile

After the file has been created and the handler is returned by the CreateFileA function, the
program proceeds to write content to the file by calling WriteFile. The contents are not clearly
seen through OllyDbg, but through analysis in IDA, it was observed that it copies contents that
begin with a “PK...” file header. This is indicative of a ZIP archive, but also the format of
Microsoft Word documents. Lastly, the CloseHandle function is called to release the file handler.

. FFD& CALL ESI

&R @1 PUSH 1 IsShown = 1

&A 98 FPUSH @ DefDis HULL

6H 66 PUSH @ Parameters = HULL
. 809424 2C816681 LEA EDK,DWORD PTR SS:[ESP+12C]

52 FLEH EDX FileMame

62 24930E8G | PUSH Position.@8DB9224 Operat ion "open™

&6H B8 PUSH @ hilnd = HULL

FF15 F888DESSA| CALL DWORD PTR DS:[<&SHELL3Z.ShellEMeoui%Shel lEnecuter

Fig 4.1.30: Call to ShellExecuteA

This is followed by another call to the ShellExecuteA function, similarly with the “open”
operation.

BasaeEed || hilnd = HULL
AE10ES22| BBDB9324|] Dperat ion "open"
AA10EZ2C| BB1DERBC | FiLleMame = "CiUserssexetrsDesktop~Malware—samp le“E
HE1DES9E| 90080808 | FParameters = NULL
ARIDES94| ooagaaea | DesDir = NULL
AR10ES9S| oR@@dedl | LI=Shown 1

Fig 4.1.31: Contents of stack before call to ShellExecuteA

Observing the contents consisting of the parameter values pushed onto the stack, it can be
seen that this ShellExecuteA call will attempt to open the newly created word document. This



can be viewed as an attempt by the malware to disguise its activities as legitimate, by opening a
valid word document

n =3 = =L arE=Ner kT =r%a B W E A B A E =

08 LastErr ERRORE_MU_HSSOCIATION (Babaad4s3)
Fig 4.1.32: No Association Error thrown

However, as the new file does not have any extensions, when running the program within
OllyDbg, an error was thrown highlighting lack of associated program.

S8 T TTTTT|PUOsH EAR T -

» 68 18930BAG PUSH Position.B@8DE9318 MICODE *open™

. aH HiA FLISH B

« FFDO3 CALL EBx SHELL3Z.5he l lEdecutehl

Fig 4.1.33: Call to ShellExecuteW

There is also another call to ShellExecuteW, similarly with the “open” operation.

Gopaoeoal
pallES=s] e8DB9218| UNICODE “open®
AEl1DEZ=EC] @a1DEFDE] UMICODE "Ci:sUserssexetrApplata~Local~Temp~a.bat™

Fig 4.1.34: Contents of stack before call to ShellExecuteW

Analysing the contents of the stack shows that the program will attempt to launch the previously
dropped batch file. This batch file will attempt to cover the malware’s tracks by deleting the
original malicious executable.

.'-1'|Tf:i:':'-.n| . A 8@ PUSH @ [: itCode = B
BEDELS2E|] « FF15 BBgSaDEee CALL DWORD PTR DS:[<&KERMEL32.EH itProce: WEx itFrocess

Fig 4.1.35: Call to ExitProcess

Lastly, the final instruction within this executable is a call to the ExitProcess function, with the
exit code set to 0. This will cause the program to end, returning a code of 0.



4.2 Debugging adobe.exe and MSVCR110.dl|

In performing advanced dynamic analysis of adobe.exe, we have also decided to include
analysis into MSVCR110.dll, as the primary malicious calls from adobe.exe are directed towards
functions exported by MSVCR110.dll. Firstly, adobe.exe was debugged under OllyDbg.

$ ES 838830080 | CALL adobe.BBEFTEEL
.~E9 4CFEFFFF |JMP adobe.BB8EF7SAR

Fig 4.2.1: Entrypoint to adobe.exe

HEE]

B3

There was observed to be a call instruction to a function and a jump instruction to a separate

function. Compared with the disassembled code from IDA, this corresponds with the instructions
observed.

> 6R 14 | PUSH 14

« 62 CEAIEFAE | PUSH adobe.B@BEFALICE

. EE2 2ABe0BEe | CALL adobe.B@BEF7FFE

. 2365 E4 6@ AND DWORD PTR SS:[EBP-1C1,8

. FF15 2891EF86| CALL DWORD PTR DS:[<&MSUCR118.__crtGetS| MSUCR118.__crtGetShowllindowMode

Fig 4.2.2: Call to __crtGetShowWindowMode

Stepping through the jump instruction to OXOOEF79AA, it can be observed that there is a call to
a __crtGetShowWindowMode function that is exported from MSVCR110.dll.

Hame |File version |Path
BEEFB0GE | BRBGFE00| BOEF YES4 | adobe 8.8.319.8 C:sUserswenetr ApplatasLocal~Temp adobe.ene

TE2218888 | BABA2E6E 72232048 NSUCRS8 | 9,068, 36729, 9415 CiWindows WinSuS u86_microsoft.ved8, crt_1fcB8b3b9alelBel
TZ2CB008 00005000 Y22C181F HSUCR11G Users enetr»AppData~Local~Temp~MSUCRL18.d1L 1

744F 2000 00690000 745281E8| apphelp | 18.8.17134.1 (W C:~Windows~SYSTEM3Z2-apphe lp.dl L

74590000 | 9908A008 | 74592028 CRYPTEBRS| 18.8.17134.1 (W Ci~bindows~System32~CRYPTBASE. AL L

74SHB0E8 | BEB20000 | Y4SACAHZ8| S=piCli | 10.8,17124.376 | CiWindows System32nSepiCli.dll

Fig 4.2.3: Path of MSVCR110.dll loaded by adobe.exe

0

Checking the modules loaded by adobe.exe, we can validate that the MSVCR110.dll that is
loaded is the malicious DLL that was previously dropped by the malware. This verifies that the

DLL load order was exploited in order to get the legitimate adobe.exe to call malicious code
within a malicious DLL.

EZ &1FEFFFF | CALL MSUCR11@.722C12C1

oA a8 PUSH @

EEIS [EL0HE T ] ey ?ﬂ%g OWORD FTR DS:[<{&KERNEL3Z.Ex itFroce KERNELSEZ,En itFrocess
c3 RETH

8B4424 B4 MOV ERX,DWORD PTR SS:[ESP+41]

Az 40232072 MOY DWORD FTR DOS: [V2ZC334C1, EAX

Fig 4.2.4: Entrypoint of __crtGetShowWindowMode

When the call instruction was hit, execution was stepped into the function exported by
MSVCR110.dll. Figure 4.2.4 shows the entrypoint when control is handed off to the DLL.



S3 PUSH EBX
5a PUSH EAX
895C24 Z2C HDU DWORD PTR SS:[ESP+2C1,EEBX
895C24 28 MOV DWORD PTR S5:[ESP+38],EBX
ES EEGRGEBEE CALL MSUCR118.memset JHP to MSUCRS0,memset
&2 aZalas8a FLUSH 182
208424 Flooeoea| LEA ERAX, DWORD PTR 55: [ESP+F11
53 FUSH EBX
PUSH ERX
895C24 2C MOU DWORD PTR SS:[ESP+2C1,EBX
899C24 FoBoLood| MOV BYTE PTR SS:[ESP+F81,BL
ES SOBRassa CALL HSUCR119.memset JHP to MSUCRS98. memset
8304 18 ADD ESP, 18
&2 Bd4a]a688 FLUSH 184
253424 E48886868 kEgHEEEHDNORD PTR S55: [ESP+E41]
FF35 % PUSH DWORD PTR DS:[v22C334C1 MSUCR11@, 722C08068
FF15 1 CALL DWORD PTR DS:[<&KERMEL32.GetModu lel KERNEL32. GetModu leF i leMameR

Fig 4.2.5: Call to GetModuleFileNameA

Stepping through this function, the subsequent point of interest involves the call to the
GetModuleFileNameA highlighted during advanced static analysis of the DLL.

BoERFoB4| 722Ceepa| HSUCR1 16, F22C0e08
peEaFoee| eeEeFARE| ASCIT "C:lzers euetpr AppData Local ~Temp MSUCR11@, 41 1™

Fig 4.2.6: Value returned by GetModuleFileNameA in stack

After executing the call to function, it can be observed that the fully qualified path to the current
process (MSVCR110.dll) is stored into the stack.

2BC2 SUB EAX,EDX

&H a1 PUSH 1

Cr8404 Foeoeaes| oY DWORD PTH SS: [ESP+ERX+F@1, 7461642E
68 BO808aa38 PUSH 866868966

3D3424 Fooaoaoa IﬁEg EFD( DWORD PTR S5:[ESP+FS1]
EEI_E__W m_m_m_gs;ggmgg CreateFi |« KERNELZ2.CreateFileR

Fig 4.2.7: Call to CreateFileA

A subsequent call to CreateFileA is observed. According to prior advanced static analysis, this
function is meant to return a file handler to read from MSVCR110.dat.

n-I-IFI-IFFlHI-I F|l H-||||— = "C:~Uezeres~exetr~AppData~Local~Temp~MSUCR118. dat"™
SABRGEAGE0 Hﬁrp== = uEHEFII FEﬂD

daaea0a 1 eMode = FILE_SHARE_RERD

AEREBEEE ()} pSecurity = MULL

.'-L'lr-u'lru'lﬁ:?: Mode = |1FFI{_FIJI':‘~TITJI?|

Baaaaasa |l Attributes = MORMAL

goBeeees|LhTemplateFile = MHULL
WAEF FBS4 | adobe. {Modu leEntryFoLnt
K |-|FF PE-1- .-||1|||u—. -r1|||1IJ |.-—FI|1 X }.PIIII Lt

Fig 4.2.8: Parameter values stored in stack

Observing the contents of the stack which include parameters to be passed to CreateFileA, we
can verify the behaviour of reading contents from the file handler pointing to MSVCR110.dat.

re2C137C]| BB PUSH EAX J
FF1S CALL DOWORD PTR DS:[<{&KERMEL32.GetFileSi; KERNEL3Z,GetFileSize

Fig 4.2.9: Call to GetFileSize




Registers (FPLU)

ECx C3F4A7ED
ED® FFEFF45C

Fig 4.2.10: Results of GetFileSize

Next, there was a call to GetFileSize, which was observed to return the value of 0x9663 or
38499 in decimal. This matches the size of MSVCR110.dat, which is 38499 bytes.

F3A113E5| S8 FUSH ERX
73B8113B6| 57 PUSH EDI
r2@113E7| 56 PUSH ESI

r2al13B8] FFP424 28 PUSH DWORD PTR S5:[ESP+28]
FF1E BC268172 | CALL DWORD PTR DS:[<&KERNEL3Z.ReadFile> KERNEL3Z.ReadFile

Fig 4.2.11: Call to ReadFile

The next significant function call was towards ReadFile. This will attempt to read the contents of
MSVCR110.dat

E0 A =@..:pY % 5suwal].
15 3E ﬁhF*éFﬁFﬂlka‘-‘” &>
58 FEI5@):"e, jafhuk)
4E SA| HeEErek 3| Fraik~N2
BUSKFEr. &z s(SJGT
EE 87 o ddemwvp oDy
89 72| ¢1lud o FE |aknbsss
BD CB|jl &l jfieckst SK |4
28 94| o+m" T BT "

Fig 4.2.12: Contents of MSVCR.dat stored into memory

lIrF' :-'-_-r 43 86 45 Bl A4 65 6B 85 BS6 C3 EV ER S8

MOADDONOS
0
™

The figure above shows the contents of MSVCR110.dat being stored into the memory space of
the current process.

FF1E 1626F971 |CALL CWORD PTR DS:[<&KERNELZZ2.UirtualAl| KERHELSZ.UirtualfAl loc
55 PUSH ESI
gEFS nov EDI,ERX

Fig 4.2.13: Call to VirtualAlloc

The next breakpoint was set at the instruction involving a call to VirtualAlloc.

HE4FFEE4| BBBE2E63 (] Size = 9663 (38499,

AE4FFEES| O0PA3R0A (| Al locat ionTupe = HEH_EUHHIT'HEILHESEHUE
OB4FFESEC, 0G@@aeadad Lrrortect = PAGE_EXECUTE_READWRIT

WA4FFEFE] B804 7BS4 | adobe. {Modu leEntryFoint >

AR4FFEF4| 98847B54 | adobe. {Modu leEntryPoint >
Fig 4.2.14: Parameters passed to VirtualAlloc

BAGAGAGBEA I.a. resz = MULL

Observing the parameters to be passed to the function, it declares a size of 0x9663, matching
the size of MSVCR110.dat, and sets the permissions to allow reading, writing and executing of
data within this section of memory.



|Z"_:-Z*i-i1|‘ 57 PUSH EDI

FIF9142E ES ZDBSa086 | CALL HSUCR118.memcpy [ JHP to HSUCRS8.memcpy
Fig 4.2.15: Call to memcpy

The next call to memcpy is designed to copy the decoded contents of MSVCR110.dat into the

current process’ memory space. Along with the executable permission set, it is reasonable to
assume that this section of memory is meant to host shellcode.

BESEEREE lde;t = BHeLEYEE

BR4FFESES| @2342EE4|| =rc = B2342EE4

OEB4FFEEC| @BBB4554|kn = 4554 (17748.1]
BB4FFEFE| 8884 7EBS4| adobe. <Modu leEntryPolLnt >
BE4FFSF4| G804 7BS4| adobe. <Modu leEntryFoint )

Fig 4.2.16: Parameters passed to memcpy, noting different value of size (0x4554)

Observing the parameters to be passed to memcpy, notably it is observed that the size of
contents copied to the memory space (0x4554) is lesser than that of the declared size of the
space (0x9663).

*

D] Dump - 00660000..00669FFF B 3| |

SEScEO000| 55 8B EC 82 EC 64 89 7D F8 29 75 F4 &4 AL 28 08| Uix3«dE} &y dia. A
APSEEE1E |00 BB 89 45 FC SB 45 FC SB 5@ BC SE 42 IC 89 45| ..8E"I(EiP. iBLEE
NSeSENIP ¥ . SpW5
“Ke@i. 5 Sviinct
A un THEEM TACID
Exii.ﬂzé ;;I.'l"j.“}o
il fi elEws]
LUGCIGE$B fr2 1=
W ri=ie] byl @Bey
16 28t ual | JePu- ¢
i derurs | Jeouirid
-t-:-u-f;T-:r- Au® ¢ oad
ufl &) 3. dus=TtBo 08
TSR G
=% Tuleia 1M
iT i e2EELH &R
LEEFFEELoadIFEAL L
br{lER aryAIEL . . . &
pRsEa 12 u® LmEE*ta®, %320
AEEEEIZE| B0 B8 80 45 9C S8 C7 45 9C 56 &9 72 74 C7 45 AB| .. 1EEPFEEVirt|FES

Fig 4.2.17: Contents copied to memory space at 0x00660000

After executing the memcpy call, analysing the memory space previously allocated at
0x00660000, we are able to observe what seems like shellcode stored in a section of memory
that is marked as executable.

835424 34 08  |ADC DWORD PTR SS:[ESP+341,0
FFO? |CALL EDI

Fig 4.2.18: Call to address stored in EDI

The final significant function call within MSVCR110.dll involves a call to an address stored in the
EDI register.



EEP DO4FF7E4
NEZT1 AoE@4ESY
EDI B8ascBaag

Fig 4.2.19: Value stored in EDI register

instruction

is taken,

Before the call it was observed that the value in EDI is currently
0x00660000. Thus, executing the call instruction would pass control of execution to the

instructions located in the previously allocated memory space.

BFBSOR

SEEC MOU EBF,ESP

S3EC &4 SUB ESP,.64

8970 F& MOU DWORD PTR SS:[EBP-81,EDI

8975 F4 MOV DWORD PTR 55: [EBP-CJ,ESI

£4:H1 SaBaaaea | Moy ERX, DWORD PTR FS:[28]

8945 FC MOU DWORD PTR SS5: [EEP-41,EAA

8B45 FC MOY ERK,DWORD PTR SS:[EEP-4]

8EBSAa ac MOU EDX,DWORD PTR DS:L[ERX+C]

g8B42 1C MOU ERX, DWORD FTR DS:[EDX+1C)

8945 FC MOV DWORD PTR SS:[EEP-41,EAX
1|~EE B3 JHP SHORT BB86868Z26

8945 FC MOY DWORD PTR SS:CEBP-<41,ERR

SBSH zZ@ MOU EDX, DWORD PTRE DS: [ERX+281]

MOUVEZX ECH,BYTE PTR DS: [EDx]
AND ECX,FFFFFFDF

CHP ECX, 4B

JE SHORT @B66883C

MOV ERX, DWORD
TEST EAX.ERX

PTR DS:[EAX]

JE SHORT B8sc8@5A
JHP SHORT GB&E0B23

EE_E7
8178 1C 188@1A8( CHP DWORD PTR DS:[EAX+1C], 1AB@1S
Fig 4.2.20: Disassembled opcodes stored at 0x00660000

When stepping into this region of memory, it can be observed that the bytes stored within the
memory are shellcode with valid operations and instructions.



4.3 Debugging Shellcode Contained in MSVCR110.dat

We were unable to effectively debug the full contents and functionalities of the shellcode
contained in MSVCR110.dat due to multiple difficulties faced during the process. However, our
efforts were able to uncover a number of potential functionalities contained within the shellcode.

DODAEnoD 09 &0 B4 BR 27 &0 B4 B8 7O &0 B4 08 L0 60 B4 66| J H.ﬁﬁ.-m.
ohoaEnio[ 1B 6E B4 @8 6E 6E B4 99 C1 6E B4 B9 14 6F B4 B0 #n+. =T e, Do,

Bea4EB2a8 ok 0%, =D, IDe.
BEE4Ba36 Ipe.Bqge.lige. ige.,

Ha848848

&7 BF B4 BB BS &6F B4 98 @7 78 B4 B8 B0 7R B84 @8
B2 r8 B4 08 61 7l 84 b8 EF 71 84 68 AD 71 B4 69 ot il il o
FE 71 B4 B8 51 72 B4 @8 H2 72 B4 B8 F9 72 B4 BH| qe.Cre.dre.°re,

Fig 4.3.1: Existence of MZ header within .data section

Firstly, within the .data section of the shellcode when executing, it was observed that it stores
bytes that begin with “MZ”. This hints at the existence of a DOS executable being stored within

the .data section.

ESP

Stack[@0@OOFBA] :
: 0O8CFBCS
- 0OSCFBC6
:@08CFBC7
- 0OSCFBCS
: 0O8CFBCY
Stack[@0@OOFBA] :
: 0OSCFBCB
- 0OSCFBCC
: 008CFBCD
- 0OSCFBCE
- 0O8CFBCF
Stack [00@POFBA] :
:008CFBD1
- 0OSCFBD2
:00SCFBD3
- 00SCFBD4
- 008CFBD5
Stack [00@OOFBA] :
:008CFBD7

Stack[@00POFBA]
Stack[@00POFBA]
Stack[@000OFB4]
Stack[@00POFBA]
Stack[@00POFBA]

Stack[@00POFBA]
Stack[@00POFBA]
Stack[@00POFBA]
Stack[@00POFBA]
Stack[@00POFBA]

Stack[@00POFBA]
Stack[@00POFBA]
Stack[@00POFBA]
Stack[@00POFBA]
Stack[@00POFBA]

Stack[P00BOFBA]

0O8CFBCA

0OB8CFBCA

0e8CFBDO

0@8CFBD6

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

52h ;
74h ;
6Ch ;
44h ;
65h ;
63h ;
6Fh ;
&Dh ;
78h ;
72h ;
65h ;
73h ;
73h ;
A2h ;
75h ;
66h ;
66h ;
65h ;
72h ;
)

E mMw;mwv M 75T = O 0 M 8= 320

=

=

5

Fig 4.3.2: Function names being stored in the stack

Furthermore, initial stepping through of the instructions within the shellcode show that there
were multiple instances of function names being pushed onto the stack. Figure 4.3.2 above
depicts one example, showing the value “RtIDecompressBuffer” being pushed onto the stack.
Firstly, this indicates that the shellcode contains capabilities to dynamically load additional
libraries and functions.



Secondly, the specific mention of the RtiDecompressBuffer function is also significant. This is
because it has been previously documented that PlugX malware variants utilise this function to
decompress PE files that are stored within the memory with the LZ decompression format. It is
highly likely that from this decompressed PE file that the malware performs several actions.

@ debug059:0011514E 00000013
@ debug059:00115164 00000014
& debug059:0011517A 00000011
@ debug059:0011518E 0000000F
@ debug059:001151A0 00000011

InternetSetOptionW
InternetCloseHandle
InternetReadFile
HttpQueryInfoA
HttpSendRequestA
HttpAddRequestHeadersA
HttpOpenRequestA
InternetConnectA
InternetSetOptionA
InternetOpenA

& debug059:001151B4 00000017

& debug059:001151CE 00000011

@ debug059:001151E2 00000011

@ debug059:001151F6 00000013

¥ debug059:0011520C 0000000E

[s1 debug059:0011521A 0000000C C WININET.dII
Fig 4.3.3: Internet related functions imports

OO0OO0OO0O0O 0000

Furthermore, observing the functions imported by the shellcode also supports the malware’s
capability of performing actions over the network.

[s] debug059:00114508 00000011 C /login.asp?id=%d

[s] debug059:00114520 00000066 C User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Win¢
[51 debug059:00114590 0000000F ® HTTP=HTTP://%s

[51 debug059:001145A0 00000011 ® HTTPS=HTTPS://%s

Fig 4.3.4: Content in stack relating to HTTP requests

While we were able to detect outgoing DNS requests during basic static analysis, we were not
able to detect any outgoing HTTP requests that could have been sent by the malware back to a
potential command and control server. However, observing the contents that are eventually
pushed onto the stack by the shellcode, we can further ascertain certain behaviour:

A HTTP or HTTPS request will be sent to the domain news.singmicrosoft.ga

The requested path will be /login.asp

The parameter id with a value of a decimal will be appended to the request URL

The user agent will be set as Mozilla/4.0 from a Windows device



5. Other Observations and Inferences

Although we were unable to make observations relating to the spawning of the eecInt.exe and
the running of the executables with certain arguments through the process of advanced
dynamic analysis, we are fairly confident that the suspicious behaviour originates from
instructions held within the decompressed PE executable as stored within the shellcode.

Additionally, we were also unable to pinpoint the exact forms of information exfiltrated by the
malware, as we similarly feel that the relevant logic and instructions are contained within the
shellcode. Furthermore, we are unable to verify any outgoing HTTP requests generated by the
malware.

We also believe that further analysis of the decompressed PE executable could provide further
insights into how the malware handles persistence of the different executables that are dropped
by the program.



6. Conclusion

Overall, we have ascertained the malware to possess, among others, these notable
functionalities:

1.

Double file extension (.docx.exe), coupled with the Microsoft Word Document icon to
trick users into thinking it is a legitimate file, resulting in users clicking and unintentionally
running the malware

The .docx.exe file essentially serves as a dropper as it creates and drops malicious files
such as a.bat, adobe.exe, MSVCR110.dll and MSVCR110.dat in specified filepaths

This is characteristic of DLL side-loading, as it results in the malicious MSVCR110.dll
being invoked as opposed to the actual and benign MSVCR110.dll which is found under
the \Windows\System32 directory

To mask this malicious activity, after the primary executable is run, a new file is created,
with the exact same name except for the .exe extension, while the .docx.exe file is
deleted. Additionally, this new file created is a legitimate word document and it will also
be opened so as not to raise undue suspicion

Persistence is gained after running eecint.exe with command-line argument 260, by
registering the eeclint program under the registry key
Software\Microsoft\Windows\CurrentVersion\Run

Hiding adobe.exe as eeclnt.exe along with a copy of MSVCR110.dIl and MSVCR110.dat
in a hidden folder

Execution of eecint.exe with several different arguments

Attempting to connect to news.singmicrosoft.ga to exfiltrate information collected from
the system



